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Terms of Use Agreement
Background.

CIS provides benchmarks, scoring tools, software, data, information, suggestions, ideas, and other services and
materials from the CIS website or elsewhere (“Products”) as a public service to Internet users worldwide.
Recommendations contained in the Products (“Recommendations”) result from a consensus-building process that
involves many security experts and are generally generic in nature. The Recommendations are intended to provide
helpful information to organizations attempting to evaluate or improve the security of their networks, systems and
devices. Proper use of the Recommendations requires careful analysis and adaptation to specific user requirements.
The Recommendations are not in any way intended to be a “quick fix” for anyone’s information security needs.

No representations, warranties and covenants.

CIS makes no representations, warranties or covenants whatsoever as to (i) the positive or negative effect of the
Products or the Recommendations on the operation or the security of any particular network, computer system,
network device, software, hardware, or any component of any of the foregoing or (ii) the accuracy, reliability,
timeliness or completeness of any Product or Recommendation. CIS is providing the Products and the
Recommendations “as is” and “as available” without representations, warranties or covenants of any kind.

User agreements.
By using the Products and/or the Recommendations, Iand/or my organization (“we”) agree and acknowledge that:

No network, system, device, hardware, software or component can be made fully secure;
We are using the Products and the Recommendations solely at our own risk;

We are not compensating CIS to assume any liabilities associated with our use of the Products or the
Recommendations, even risks that result from CIS’s negligence or failure to perform;

We have the sole responsibility to evaluate the risks and benefits of the Products and Recommendations to us and to
adapt the Products and the Recommendations to our particular circumstances and requirements;

Neither CIS, nor any CIS Party (defined below) has any responsibility to make any corrections, updates, upgrades or
bug fixes or to notify us if it chooses at it sole option to do so; and

Neither CIS nor any CIS Party has or will have any liability to us whatsoever (whether based in contract, tort, strict
liability or otherwise) for any direct, indirect, incidental, consequential, or special damages (including without
limitation loss of profits, loss of sales, loss of or damage to reputation, loss of customers, loss of software, data,
information or emails, loss of privacy, loss of use of any computer or other equipment, business interruption, wasted
management or other staff resources or claims of any kind against us from third parties) arising out of or in any way
connected with our use of or our inability to use any of the Products or Recommendations (even if CIS has been advised
of the possibility of such damages), including without limitation any liability associated with infringement of
intellectual property, defects, bugs, errors, omissions, viruses, worms, backdoors, Trojan horses or other harmful items.

Grant of limited rights.

CIS hereby grants each user the following rights, but only so long as the user complies with all of the terms of these
Agreed Terms of Use:

Except to the extent that we may have received additional authorization pursuant to a written agreement with CIS, each
user may download, install and use each of the Products on a single computer;

Each user may print one or more copies of any Product or any component of a Product that isin a .txt, .pdf, .doc, .mcw,
or .rtf format, provided that all such copies are printed in full and are kept intact, including without limitation the text
of this Agreed Terms of Use in its entirety.
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Retention of intellectual property rights; limitations on distribution.

The Products are protected by copyright and other intellectual property laws and by international treaties. We
acknowledge and agree that weare not acquiring title to any intellectual property rights in the Products and that full
title and all ownership rights to the Products will remain the exclusive property of CIS or CIS Parties. CIS reserves all
rights not expressly granted to users in the preceding section entitled “Grant of limited rights.” Subject to the
paragraph entitled “Special Rules” (which includes a waiver, granted to some classes of CIS Members, of certain
limitations in this paragraph), and except as we may have otherwise agreed in a written agreement with CIS, we agree
that we will not (i) decompile, disassemble, reverse engineer, or otherwise attempt to derive the source code for any
software Product that is not already in the form of source code; (ii) distribute, redistribute, encumber, sell, rent, lease,
lend, sublicense, or otherwise transfer or exploit rights to any Product or any component of a Product; (iii) post any
Product or any component of a Product on any website, bulletin board, ftp server, newsgroup, or other similar
mechanism or device, without regard to whether such mechanism or device is internal or external, (iv) remove or alter
trademark, logo, copyright or other proprietary notices, legends, symbols or labels in any Product or any component of
a Product; (v) remove these Agreed Terms of Use from, or alter these Agreed Terms of Use as they appear in, any
Product or any component of a Product; (vi) use any Product or any component of a Product with any derivative works
based directly on a Product or any component of a Product; (vii) use any Product or any component of a Product with
other products or applications that are directly and specifically dependent on such Product or any component for any
part of their functionality, or (viii) represent or claim a particular level of compliance with a CIS Benchmark, scoring
tool or other Product. We will not facilitate or otherwise aid other individuals or entities in any of the activities listed in
this paragraph.

We hereby agree to indemnify, defend and hold CIS and all of its officers, directors, members, contributors, employees,
authors, developers, agents, affiliates, licensors, information and service providers, software suppliers, hardware
suppliers, and all other persons who aided CIS in the creation, development or maintenance of the Products or
Recommendations (“CIS Parties”) harmless from and against any and all liability, losses, costs and expenses (including
attorneys' fees and court costs) incurred by CIS or any CIS Party in connection with any claim arising out of any
violation by us of the preceding paragraph, including without limitation CIS’s right, at our expense, to assume the
exclusive defense and control of any matter subject to this indemnification, and in such case, we agree to cooperate
with CIS in its defense of such claim. We further agree that all CIS Parties are third-party beneficiaries of our
undertakings in these Agreed Terms of Use.

Special rules.

CIS has created and will from time to time create special rules for its members and for other persons and organizations
with which CIS has a written contractual relationship. Those special rules will override and supersede these Agreed
Terms of Use with respect to the users who are covered by the special rules. CIS hereby grants each CIS Security
Consulting or Software Vendor Member and each CIS Organizational User Member, but only so long as such Member
remains in good standing with CIS and complies with all of the terms of these Agreed Terms of Use, the right to
distribute the Products and Recommendations within such Member’s own organization, whether by manual or
electronic means. Each such Member acknowledges and agrees that the foregoing grant is subject to the terms of such
Member’s membership arrangement with CIS and may, therefore, be modified or terminated by CIS at any time.

Choice of law; jurisdiction; venue.

We acknowledge and agree that these Agreed Terms of Use will be governed by and construed in accordance with the
laws of the State of Maryland, that any action at law or in equity arising out of or relating to these Agreed Terms of Use
should be filed only in the courts located in the State of Maryland, that we hereby consent and submit to the personal
jurisdiction of such courts for the purposes of litigating any such action. If any of these Agreed Terms of Use should be
determined to be unlawful, void, or for any reason unenforceable, then such terms should be deemed severable and
should not affect the validity and enforceability of any remaining provisions. We acknowledge and agree that we have
read these Agreed Terms of Use in their entirety, understand them and agree to be bound by them in all respects.
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Overview

This document, Security Configuration Benchmark for DB2, provides prescriptive guidance
for establishing a secure configuration posture for DBZ versions 8,9 & 9.5 running on
Linux, UNIX, and Windows. This guide was tested against DBZ versions 9 and 9.5, as
installed by Fixpak 3a. To obtain the latest version of this guide, please visit
http://cisecurity.org. If you have questions, comments, or have identified ways to improve
this guide, please write us at feedback@cisecurity.org.

Consensus Guidance

This guide was created usinga consensus review process comprised of volunteer and
contract subject matter experts. Consensus participants provide perspective from adiverse
set of backgrounds including consulting, software development, auditand compliance,
security research, operations, government, and legal.

Each CIS benchmark undergoes two phases of consensus review. The first phase occurs
duringinitial benchmark development. During this phase, subject matter experts convene
to discuss, create, and test working drafts of the benchmark. This discussion occurs until
consensus has been reached on benchmark recommendations. The second phase begins
after the benchmark has been released to the public Internet. During this phase, all
feedback provided by the Internet community is reviewed by the consensus team for
incorporation in the CIS benchmark. If you are interested in participating in the consensus
review process, please send us a note to feedback@cisecurity.org.

Intended Audience

This documentis intended for system and application administrators, security specialists,
auditors, help desk, and platform deployment personnel, who plan to develop, deploy,
assess, or secure solutions thatincorporate DB2 on Linux, UNIX, and Windows platforms.

Acknowledgements
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contributed greatly to the creation of this guide:
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this benchmark.

Typographic Conventions
The following typographical conventions are used throughout this guide:

Convention Meaning

Stylized Monospace font Used for blocks of code,command, and scriptexamples.
Text should be interpreted exactly as presented.

Monospace font Used for inline code, commands, or examples. Text should
be interpreted exactly as presented.

<italic fontin brackets> Italic texts set in angle brackets denote a variable
requiring substitution for areal value.

Italic font Used to denote the title of a book, article, or other
publication.

Note Additional information or caveats

Configuration Levels

This section defines the configuration levels that are associated with each benchmark
recommendation. Configuration levels representincreasinglevels of security assurance.

Level-1 Benchmarksettings/actions

Level-I Benchmark recommendations are intended to:
e Dbe practical and prudent;
e provideaclearsecurity benefit; and

e avoid negatively inhibiting the utility /functionality of the technology beyond
acceptable means

Level-11 Benchmarksettings/actions

Level-Il Benchmark recommendations exhibit one or more of the following characteristics:
e may negatively inhibitthe utility or performance of the technology
e acts as defensein depth measure

Scoring Status

This section defines the scoring statuses used within this document. T he scoring status
indicates whether compliance with the given recommendation isdiscernable in an
automated manner.

Scorable

The platform’s compliance with the given recommendation can be determined via
automated means.
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NotScorable

The platform’s compliance with the given recommendation cannotbe determined via
automated means.

Database Version Affected
This section defines the database version(s) affected by this benchmark.

e DB2UDBvS8
DB2 UDBv9
e DB2UDBv9.5

1. Installation and Patches

1.0.1 Install the latest Fixpaks (Level 2, Scorable, 8,9, 9.5)

Description:
Periodically,IBM releases “Fixpaks”to enhance features and resolve defects, including
security defects. Itis recommended thatthe DB2 instance remain current with all fix packs.

Rationale:
Installing the latest DB2 fixpak will help protect the database from known vulnerabilities as
well as reducing downtime that may otherwise result from functional defects.

Remediation:
Apply the latest fixpak as offered from IBM.

Audit:
Perform the following DB2 commands to obtain the version:

1. Openthe DB2 Command Window and typeindo21evel:

S db2level

DB21085I Instance "DB2" uses "32" bits and DB2 code release "SQL0O9050"
with level identifier "03010107".

Informational tokens are "DB2 v9.5.0.808", "s071001", "NT3295", and Fix
Pack "3".

References:
1. http://www.ibm.com/products /finder/us /finders?Ne=5000000&finderN=100018
8&pg=ddfinder&C1=5000002&C2=5000049

1.0.2 Use IP address ratherthan hostname (Level 1, Scorable, 8,9, 9.5)

Description:
Usean IP address rather than a hostname to connectto the hostof the DB2 instance.

Rationale:
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Usinga hostname to connectto a DB2 instance can display useful information about the
hostto a attacker. For example, do notinclude version number, type of host, or the type of
operating system in the hostname.

Remediation:
Reconfigure the connection string using the DB2 Configuration Assistant.

1. Launchthe DB2 Configuration Assistant:

i
1. Protocol Specify TCP/IP communication parameters '

|2. TCRAP “Y'ou must provide the communication information required to connect ta the database that pou want to add. Your database administrator
3. Database can provide the infarmation necessan to configure communications for a database connection. If pou specify a Service name only, there
:1 b Lt be an existing service name entry in the TCPAP services file.

. Data Source

5. Node Options Hostname  [10.402.1 u

e tin Service name I SAMPLE

Fort number | 50000 Fetrieve I

7. Security Options

4 Back | Newtp I Finish Cancel

Default Value:
The defaultvaluein the hostname field is an IP address.

1.0.3  Leveragealeastprivilege principle (Level 1, Not Scorable, 8,9, 9.5)

Description:

The DB2 database instance will execute under the context of a given security principle.Itis
recommended thatthe DB2 service execute under a least privilege security principle.
Furthermore, itis advisable to have the DB2 service executed under using the or
Administrator account and monitor such accounts from unauthorized access to the
sensitive data.

Rationale:

Leveraginga leastprivilege accountfor the DB2 service will reduce an attacker's ability to
compromise the host operating system should the DB2 service processbecome
compromised.

Remediation:
Ensure that all accounts have the absolute minimal privilege granted to perform their tasks.
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Audit:
Review all accounts thathave access to the DB2 database service to ensure segregation of
duties and least privilege is applied.

1.04 Use non-standardaccountnames (Level 1, Scorable, 8,9, 9.5)

Description:
The DB2 serviceis installed with default, well-known accounts such as db2admin, db2inst1,
dasusrl, Or db2fencl. It is recommended that the use of these accounts be avoided.

Rationale:
The use of default accounts may increase the DB2 service’s susceptibility to unauthorized
access as an attacker

Note: Review the impact of changing the group names and/or user names before
performing this global change.

Remediation:

1. ForMSWindows: Right-clickoverthe spB2parrs and select Properties from the
menu. Go to the Security tab and re-assign all the groups or user names with anot
well-known account.

2. ForUnix:

|chown -R <new user name>:<new group name> $DB2PATH

Audit:

1. ForMSWindows: Right-clickoverthe sps2raTHs and select Properties from the
menu. Go to the Security tab and review all group and user names thathave access
to this directory.

ForUnix: Runi1s -a1 spe2pate andreview all group and user names that have
access to this directory.

2. DB2 Directory and File Permissions
This section provides guidance on securing all operating system specific objects for DB2.

2.0.1 Secure DBZ Runtime Library (Level 1, Scorable, 8,9, 9.5)

Description:

A DB2 software installation will place all executables under the default <pB2paTa>\sq11ib
directory. This directory should grantaccess to DB2 administrator only. All other users
should only have read privilege.

Rationale:
The DB2 runtime is comprised of files that are executed as part of the DB2 service. If these
resources are not secured an attacker may alter them to execute arbitrary code.
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Remediation:
For MS Windows:

Connectto the DB2 host

Right-click onthe spB2PATH\sq11ib directory

Choose Properties

Selectthe Security tab

Selectall non-administrator accounts and revoke the Full Control authority

iAW =

For Unix:

1. Connectto the DB2 host

2. Change to the sp2pPaTH/sq11ib directory
3. Change the permissionlevel of the directory to this recommended value

|os => chmod -R 750

Audit:
Perform the following DB2 commands to obtain the value for this setting:
For MSWindows:

1. Connectto the DB2 host

2. Right-clickonthespr2praThs\sq11ib directory

3. Choose Properties

4. Selectthe Security tab

5. Review access from all non-administrator accounts

For Unix:

1. Connectto the DB2 host

2. Change to the spB2pPaTH/sq11ib directory
3. Change the permissionlevel of the directory

|os => 1s -al

Default Value:

Unix: spp2ratH/sql1ib is owned by the DB2 administrator with read, write, and execute
access.

MSWindows: spR2PaTH\sql1ib owned by the DB2 administrator with read, write, and
execute access.

2.0.2 Secure alldatabase containers (Level 1, Scorable, 8, 9, 9.5)

Description:
A DB2 database container is the physical storage of the data.
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Rationale:

The containers are needed in order for the database to operate properly. Theloss of the
containers can cause down time and possibly allow attackers to gain access to sensitive
data stored within the containers. Therefore, secure the location(s) of the containers by
restricting the access and ownership. Allow only the instance owner to have access to the
tablespace containers.

Remediation:
Secure the directory of the containers. The recommended valueis “read-only” to all non-
DB2 administrator accounts.

Audit:
Review all users that have access to the directory of the containers to ensure only DB2
administrators have access.

2.0.3 Set umaskvalue for DB2 admin user.profilefile (Level 1, Scorable, 8, 9,
9.5)

Description:
The DB2 Admin .profile filein UNIX sets the environment variables and the settings for the
user.

Rationale:
Ensure the umasx valueis 022 forthe owner of the DB2 software before installing DB2.
Regardless of where the umask is set, unask mustbe setto 022 before installing DB2.

Remediation:
Add umasx 022 to the .profile profile.

Audit:
Ensure that the umask 022 setting exists in the .profile.

3. DB2 Configurations

3.1 DB2 Instance Parameter Settings

This section provides guidance on how DB2 will control the data in the databases and the
system resources thatare allocated to the instance.

3.1.1 Enable auditbuffer (Level 2, Scorable, 8, 9, 9.5)

Description:
DB2 can be configured to use an audit buffer. It is recommended that the audit buffer size
be setto atleast 1000.

Rationale:

Increasing the audit buffer size to greater than 0 will allocate space for the audit records
generated by the audit facility; and will cause the auditrecords to write asynchronously,
thus ensuring no loss of auditrecords.
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Remediation:
Perform the following to establish an auditbuffer:

1. Attachto the DB2instance

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => update database manager configuration using audit buf sz 1000

Audit:
Perform the followingto determine if the audit bufferis setas recommended:

1. Attachto the DB2instance.

|db2 => attach to $SDB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => get database manager configuration

3. Locateaupit Bur sz valueinthe output:

db2 => get database manager configuration
db2 => ..
Audit buffer size (4KB) (AUDIT BUF Sz) = 1000

Note: aup1T BUF 57 issetto10o00 inthe above output.

Default Value:
The defaultvalue for audit buz sz iszero (0).

References:

1. http://publib.boulder.ibm.com/infocenter/db2luw/v9/topic/com.ibm.db2.udb.adm
in.doc/doc/r0000103.htm?resultof= audit buf sz

3.1.2 Encryptuserdata acrossthe network (Level 2, Scorable, 8,9, 9.5)

Description:
DB2 supports anumber of authentication mechanisms. Itis recommended that the
pATA ENCRYPT authentication mechanismbeused.

Rationale:

Thepata encrypT authentication mechanism employs cryptographicalgorithms to protect
both the authentication credentials and user data as it traverses the network. Given this,
the confidentiality of authentication credentials and user data is ensured while in transit
between the DB2 clientand server.
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Remediation:
Suggested valueis pata encrypr so that authentication occurs atthe server.

1. Attachto the DB2instance

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

db2 => update database manager configuration using authentication
data encrypt

Audit:
Perform the following to determine if the authentication mechanismis setas
recommended:

1. Attachto the DB2instance.

|db2 => attach to $SDB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => get database manager configuration

3. Locatethe autaEnTICATION Valuein the output:

db2 => get database manager configuration
db2 => ..
Database manager authentication (AUTHENTICATION) = DATA ENCRYPT

Note: auTHENTICATTION iS setto paTa ENcrYPT inthe above output.

Default Value:
The defaultvalue for auTHENTICATION iS SERVER.

References:

1. http://publib.boulder.ibm.com/infocenter/db2luw/v9/index.jsp?topic=%2Fcom.ib
m.db2.udb.admin.doc%2Fdoc%2Fr0000294.htm

3.1.3 Requireexplicitauthorization for cataloging (Level 2, Scorable, 8,9, 9.5)

Description:

DB2 can be configured to allow users thatdo not possess the sysapm authority to catalog
and uncatalog databases and nodes. Itis recommended thatthe svsapm authority be
required to catalogand uncatalog databases and nodes. Itis recommended thatthe

catalog noauth parameter be setto no.

Rationale:
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Cataloging a database is the process of registering a database from a remote client to allow
remote call and access. Thisprocedure shouldbe restricted to users with avalid DB2
account with the sysabm or syscTrL authority. Setting catalog-noauth to YEs by-passes all
permissions checksand allows anyone to catalog and uncatalog databases.

Remediation:
Perform the followingto require explicitauthorization to catalog and uncatalog databases
and nodes.

1. Attachto the DB2instance

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => update database manager configuration using catalog noauth no

Audit:
Perform the following to determine if explicitly authorization isrequired to catalog and
uncatalog databases and nodes:

1. Attachto the DB2 instance.

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => get database manager configuration

3. Locatethe value of catatoc noauts inthe output:

db2 => get database manager configuration
db2 => ..
Cataloging allowed without authority (CATALOG NOAUTH) = NO

Note: cataroc NoauTH is setto no inthe above output.

Default Value:
The defaultvalue for cataroc_noauTH iS No.

References:

1. http://publib.boulder.ibm.com/infocenter/db2luw /v9 /topic/com.ibm.db2.udb.adm
in.doc/doc/r0000103.htm?resultof=catalog noauth

2. http://publib.boulder.ibm.com/infocenter/db2luw/v9/index.jsp?topic=%2Fcom.ib
m.db2.udb.admin.doc%2Fdoc%2Fr0000143.htm
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3.1.4 Disabledata links support(Level 2, Scorable, 8)

Description:

patalinks enables the databaseto supportthe Data Links Manager to manage
unstructured data, such as images, large files and other unstructured files on the host. Itis
recommended that data links supportbe disabled.

Rationale:

Disable datalinks ifthere is no use for them as this will reduce the attack surface of the
DB2 service.

Remediation:

1. Attachto the DB2instance

|db2 => attach to $SDB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => update database manager configuration using datalinks no

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Attachto the DB2instance.

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => get database manager configuration

3. Locatethis valueofdatalinks in the output:

db2 => get database manager configuration
db2 => ..
Data Links support (DATALINKS) = NO

Note: paTarinks issettowo in the above output.

Default Value:
The defaultvalue fordatalinks is no.

3.1.5 Secure defaultdatabase location (Level 2, Scorable, 8,9, 9.5)

Description:

The dftdopath parameter contains the defaultfile path used to create DB2 databases. Itis
recommended that this parameter is setto a directory that is owned by the DB2
Administrator.
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Rationale:

Securing the default database path will ensure thatthe confidentiality, integrity, and
availability of data contained in the DB2 serviceis preserved.

Remediation:
1. Attachto the DB2instance

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

db2 => update database manager configuration using dftdbpath <valid
directory>

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Attachto the DB2instance.

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => get database manager configuration

3. Locatethis valuein the output:

db2 => get database manager configuration
db2 => ..
Default database path (DFTDBPATH) = <valid directory>

3.1.6 Secure permission of defaultdatabase location (Level 1, Scorable, 8,9, 9.5)

Description:

The dftdopath parameter contains the defaultfile path used to create DB2 databases. Itis
recommended that the database files permissions be setto read-on1y for non-
administrator accounts.

Rationale:
Recommended valueis ready-only (RO) to Everyone/Other/Users/Domain Users. This will
ensure that the archivelogs are protected.

Remediation:
For MSWindows:

Connectto the DB2 host

Right-click over the file directory
Choose Properties
Selectthe Security tab

BN
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5. Selectall non-administrator accounts and revoke the Full Control authority
For Unix:
1. Connectto the DB2 host

2. Change to the file directory
3. Change the permissionlevel of the directory

|os => chmod -R 755

Audit:
Perform the following DB2 commands to obtain the value for this setting:

For MSWindows:

Connectto the DB2 host

Right-click over the file directory

Choose Properties

Selectthe Security tab

Review access from all non-administrator accounts

iAW e

For Unix:

1. Connectto the DB2 host
2. Change to the file directory
3. Review the permissionlevel of the directory

|OS => 1s -al

Default Value:
The default value for this directory is read-and-write access to non-administrator accounts.

3.1.7 Setdiagnosticlogging to capture errors and warnings (Level 2, Scorable,
89 9.5)

Description:
Thediagilevel parameter specifies the type of diagnostic errors that will be recorded in
the db2diag.1og file. It is recommended thatthe diagievel parameter be setto atleast 3.

Rationale:
The recommended diagnostic level settingis 3. This willallowthe DB2 instance to capture
all errors and warnings that occur on the system.

Remediation:

1. Attachto the DB2instance
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|db2 => attach to $SDB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => update database manager configuration using diaglevel 3

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Attachto the DB2instance.

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => get database manager configuration

3. Locatethe pracreves valueinthe output:

db2 => get database manager configuration
db2 => ..
Diagnostic error capture level (DIAGLEVEL) = 3

Note: piaciLeEvEL issetto 3 inthe above output.

Default Value:
The defaultvaluefordiaglevel is 3.

References:

1. http://publib.boulder.ibm.com/infocenter/db2luw /v9/index.jsp?topic=%2Fcom.ib
m.db2.udb.admin.doc%2Fdoc%2Fr0000298.htm

3.1.8 Secure alldiagnosticlogs (Level 1, Scorable, 8, 9, 9.5)

Description:

The diagpath parameter specifies thelocation of the diagnosticfilesfor the DB2 instance.
It is recommended that this parameter be set to a secure location.

Rationale:
Specify a path that is secure and grant permission to appropriate users only.

Remediation:

1. Attachto the DB2instance

|db2 => attach to $SDB2INSTANCE

2. Runthe following command from the DB2 command window:
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db2 => update database manager configuration using diagpath <valid
directory>

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Attachto the DB2instance.

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => get database manager configuration

3. Locatethe praceaTs valueinthe output:

db2 => get database manager configuration
db2 => ..
Diagnostic data directory path (DIAGPATH) = <valid directory>
Default Value:

The defaultvalue for diagpath is NULL.
References:

1. http://publib.boulder.ibm.com/infocenter/db2luw/v9 /topic/com.ibm.db2.udb.adm
in.doc/doc/r0000103.htm?resultof= diagpath

3.1.9 Requireinstance name for discovery requests (Level 2, Scorable, 8,9, 9.5)

Description:

The discover parameter determines whatkind of discovery requests, if any, the DB2
server will fulfill. Itis recommended that the DB2 server only fulfill requests from clients
that know the given instance name.

Rationale:
Discovery capabilities may be used by amalicious entity to derive the names of and target

DB2 instances. In this configuration, the client has to specify aknown instance name to be
able to detect the instance.

Remediation:
The recommended value is known. Note: this requires adb2 restart.

1. Attachto the DB2instance

|db2 => attach to $SDB2INSTANCE

2. Runthe following command from the DB2 command window:

22 |Page



|db2 => update database manager configuration using discover known

3. Restart the DB2 instance.

db2 => db2stop
db2 => db2start

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Attachto the DB2instance.

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => get database manager configuration

3. Locatethe prscover valueinthe output:

db2 => get database manager configuration
db2 => ..
Discovery mode (DISCOVER) = KNOWN

Note: piscover issetto known inthe above output.

Default Value:
The defaultvalue for discover iS SEaRCH.

References:

1. http://publib.boulder.ibm.com/infocenter/db2luw /v9 /topic/com.ibm.db2.udb.adm
in.doc/doc/r0000103.htm?resultof=discover

3.1.10 Disableinstance discoverability (Level 2, Scorable, 8,9, 9.5)

Description:

Thediscover inst parameter specifies whether the instance can be discovered in the
network. Itis recommended thatinstances notbe discoverable.

Rationale:
Discovery capabilities may be used by amalicious entity to derive the names of and target
DB2 instances.

Remediation:

1. Attachto the DB2instance

|db2 => attach to $SDB2INSTANCE
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2. Runthe following command from the DB2 command window:

db2 => update database manager configuration using discover inst
disable

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Attachto the DB2instance.

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => get database manager configuration

3. Locatethe prscover 1nsT isvalueinthe output:

db2 => get database manager configuration
db2 => ..

Discover server instance (DISCOVER INST) = DISABLE

Note: piscover 1nNsT issetto pisaBie in the above output.

Default Value:
The defaultvaluefordiscover inst iSENABLE.

References:

1. http://publib.boulder.ibm.com/infocenter/db2luw /v9 /topic/com.ibm.db2.udb.adm
in.doc/doc/r0000103.htm?resultof=discover inst

3.1.11 Authenticate federated users atthe instance level (Level 2, Scorable, 8,
9,9.5)

Description:
The fed noauth parameter determines whether federated authentication will be bypassed
at the instance. Itis recommended that this parameter be set to no.

Rationale:

Set fed noauth to no will ensure that authentication is checked attheinstancelevel. This
will prevent any federated authentication from bypassing the client and the server.

Remediation:
1. Attachto the DB2instance

|db2 => attach to $SDB2INSTANCE

2. Runthe following command from the DB2 command window:
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|db2 => update database manager configuration using fed noauth no

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Attachto the DB2instance.

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => get database manager configuration

3. Locatethe FED_NOAUTH valueinthe output:

db2 => get database manager configuration
db2 => ..
Bypass federated authentication (FED_NOAUTH) = NO

Note: rEp NoAUTH is settowo in the above output.

Default Value:
The defaultvalue for rEp_noauTH is No.

References:

1. http://publib.boulder.ibm.com/infocenter/db2luw /v9 /topic/com.ibm.db2.udb.adm
in.doc/doc/r0000103.htm?resultof=fed noauth

3.1.12 Enableinstance health monitoring (Level 2, Scorable, 8,9, 9.5)

Description:
Thehealth mon parameter allows you to specify whether you want to monitor the
instance, the databases, and the corresponding database objects. Itis recommended that

health mon parameter besettoon.

Rationale:
Enabling instance health monitoring will assistin ensuringits data availability and
integrity.

Remediation:

1. Attachto the DB2instance

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => update database manager configuration using health mon on
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Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Attachto the DB2instance.

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => get database manager configuration

3. Locatethe sEarTH Mon valueinthe output:

db2 => get database manager configuration
db2 => ..

Monitor health of instance and databases (HEALTH MON) = ON

Note: sEaLTH MON is settoon in the above output.

Default Value:
The defaultvalue for sEarTH MON iS ON.

References:

1. http://publib.boulder.ibm.com/infocenter/db2luw/v9 /topic/com.ibm.db2.udb.adm
in.doc/doc/r0000103.htm?resultof=health mon

3.1.13 Retain fenced model processes (Level 2, Scorable, 8,9, 9.5)

Description:

The keepfenced parameter indicates whether or not external user-defined functions or
stored procedures will reuse a DB2 process after each subsequentcall. Itis recommended
that this parameter be setto wno.

Rationale:
All routines that were executed by the DB2 should be terminated when the instanceis
stopped.

Remediation:

1. Attachto the DB2instance

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => update database manager configuration using keepfenced no

3. Restart the DB2 instance.
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db2 => db2stop
db2 => db2start

Note: this will require a db2 restart.

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Attachto the DB2instance.

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => get database manager configuration

3. Locatethe xeeprencED valueinthe output:

db2 => get database manager configuration
db2 => ..

Keep fenced process (KEEPFENCED) = NO

Note: xreprENCED is settono in the above output.

Default Value:
The defaultvalue for kEepFENCED iS YES.

References:

1. http://publib.boulder.ibm.com/infocenter/db2luw /v9 /topic/com.ibm.db2.udb.adm
in.doc/doc/r0000103.htm?resultof=keepfenced

3.1.14 Set maximum connection limits (Level 2, Scorable, 8,9, 9.5)

Description:

Themax connections parameter indicates the maximum number of client connections
allowed per database partition. Itis recommended thatthis parameter be setequal to the
max_coordagents parameter; the max coordagents parameter should besetto 100.
Ensure that dependent parameters, such as maxapp1s, be set less than the max coordagents
parameter as well.

Rationale:

DB2 allows an unlimited number of users to access the DB2 instance. Setalimitto the
number of users allowed to access a DB2 instance to reduce the chances of open
connections to attackers. Also, giveaccessto the DB2 instance to only authorized users.

Remediation:
The defaultvalueis auvromaric, where the system will determine thelimit. Allowable
range is 1 to 64,000. Or-1 for unlimited.
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1. Attachto the DB2instance

|db2 => attach to $SDB2INSTANCE

2. Runthe following command from the DB2 command window:

db2 => update database manager configuration using max connections
[integer]

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Attachto the DB2instance.

|db2 => attach to $SDB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => get database manager configuration

3. Locatethe max connections and max coorpacents values inthe output:

db2 => get database manager configuration

db2 => ..
Max number of client connections (MAX CONNECTIONS) = 150
Max number of existing agents (MAX COORDAGENTS) = 150

Note: vax connecTIONs issetto 150 and the vax coorpacenTs issetto 150 inthe
above output.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => get database configuration

3. Locatethe vaxarris valueinthe output:

db2 => get database configuration
db2 =>

Max Number of Active Applications (MAXAPPLS) = [99]

Note: vaxarrLs is setto 99 inthe above output.

Default Value:
The defaultvalue for max coNNECTTIONS iS AUTOMATIC.
The defaultvalue formax coorpacenTs is-1.
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The defaultvalue for maxapprs is auToMATIC.

References:

1. http://publib.boulder.ibm.com/infocenter/db2luw/v9/topic/com.ibm.db2.udb.ad
min.doc/doc/r0000103.htm?resultof=max connections

2. http://publib.boulder.ibm.com/infocenter/db2luw /v9 /topic/com.ibm.db2.udb.ad
min.doc/doc/r0000103.htm?resultof=max coordagents

3. http://publib.boulder.ibm.com/infocenter/db2luw/v9 /topic/com.ibm.db2.udb.ad
min.doc/doc/r0000103.htm?resultof=maxappls

3.1.15 Setadministrative notification level (Level 2, Scorable, 8, 9, 9.5)

Description:
Thenotifylevel parameter specifies the type of administration notification messages that
are written to the administration notificationlog. Itis recommended that this parameter

be setto 3. A setting of 3 will logall fatal errors, failing services, system integrity, as well as
system health.

Rationale:

The system should be monitoring all Health Monitor alarms, Health Monitor warnings, and
Health Monitor attentions. This may give anindication of any malicious usage on the DB2
instance.

Remediation:

1. Attachto the DB2instance

|db2 => attach to $SDB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => update database manager configuration using notifylevel 3

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Attachto the DB2instance.

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => get database manager configuration

3. Locatethe nor1ryrEvEL valueinthe output:

|db2 => get database manager configuration
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db2 => ..
Notify Level (NOTIFYLEVEL) = 3

Note: noT1rYLEVEL issetto 3 inthe above output.

Default Value:
The defaultvalue for noTTFYLEVEL iS 3.

References:

1. http://publib.boulder.ibm.com/infocenter/db2luw/v9 /topic/com.ibm.db2.udb.adm
in.doc/doc/r0000103.htm?resultof=notifylevel

3.1.16 Enableserver-based authentication (Level 2, Scorable, 8,9, 9.5)

Description:

The srvcon auth parameter specifies how and where authentication is to take for
incoming connections to the server. Itis recommended thatthis parameter is notset to

CLIENT.

Rationale:

Ensure that this parameteris not setto cr1enT, since this parameter will take precedence
and override the authenticationlevel. Authentication should be setatthe serverlevel or
use a security plug-in.

Note: Ifthe authentication settingat the database configurationlevel issetto
DATA ENCRYPT (inbenchmark 3.1.2), thenleave this setting to nuLL.
Remediation:

Therecommended valueis server. Note: this will requirea DB2 restart.

1. Attachto the DB2instance

|db2 => attach to $SDB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => update database manager configuration using srvcon auth server

3. Restart the DB2 instance.

db2 => db2stop
db2 => db2start

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Attachto the DB2 instance.

|db2 => attach to $SDB2INSTANCE
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2. Runthe following command from the DB2 command window:

|db2 => get database manager configuration

3. Locatethe srvcon auta valueinthe output:

db2 => get database manager configuration
db2 => ..
Server Connection Authentication (SRVCON_AUTH) = SERVER

Note: srvcon auTh issetto server inthe above output.

Default Value:
The defaultvalue for srvcon auTH iS NULL.

References:

1. http://publib.boulder.ibm.com/infocenter/db2luw /v9 /topic/com.ibm.db2.udb.adm
in.doc/doc/r0000103.htm?resultof=srvcon auth

3.2.1 Set failed archiveretry delay (Level 2, Scorable, 8, 9, 9.5)

Description:

Thearchretrydelay parameter specifies the number of seconds the DB2 service will wait
before it reattempts to archive logfiles after afailure. Itis recommended that this

parameter be setto 20.

Rationale:

Ensure that the valueis non-zero else archivelogging will notretry after the firstfailure. A
denial of service attack can render the database withoutan archivelogif this settingis not
set. Anarchivelogwill ensure thatall transactions can safely be restored orlogged for
auditing.

Remediation:

1. Connectto the DB2 database

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => update database configuration using archretrydelay 20

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user S$USERNAME using $PASSWORD
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2. Runthe following command from the DB2 command window:

|db2 => get database configuration

3. Locatethe arcareTRYDELAY Valueinthe output:

db2 => get database configuration
db2 => ..
Log archive retry Delay (secs) (ARCHRETRYDE LAY)

= 20

Note: ArRcHRETRYDELAY iS Setto 20 inthe above output.

Default Value:
The defaultvalue for ARCHRETRYDELAY 1S 20.

3.2.2 Auto-restartafterabnormal termination (Level 2, Scorable, 8,9, 9.5)

Description:

Theautorestart parameter specifies if the database instance should restart after an

abnormal termination. Itis recommended thatthis parameter be set to on.

Rationale:
Setting the database to auto-restart will reduce the downtime of the database.

Remediation:

1. Connectto the DB2 database

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => update database configuration using autorestart on

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user $USERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => get database configuration

3. Locatethe autoresTarT valueinthe output:

db2 => get database configuration
db2 => ..

Auto restart enabled (AUTORESTART)
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Note: ruTorESTART iS setto on inthe above output.
Default Value:
The defaultvalue for autorestart is ON.

3.2.3 Disabledatabase discovery (Level 2, Scorable, 8, 9, 9.5)

Description:
Thediscover db parameter specifies if the database will respond to a discovery request
from a client. Itis recommended thatthis parameter be setto p1saBLE.

Rationale:
Setting the database discoveryto disabled can hide a database with sensitive data.

Remediation:

1. Connectto the DB2 database

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => update database configuration using discover db disable

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => get database configuration

3. Locatethe prscover pB valueinthe output:

db2 => get database configuration
db2 => ..
Discovery support for this database (DISCOVER DB) = DISABLE

Note: ptscover DB is settoprsaBre inthe above output.

Default Value:
The defaultvalue for ptscover DB is ENABLE.

3.2.4 Establishsecurearchivelog location (Level 1, Scorable, 8,9, 9.5)

Description:
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The 10garchmetn1 parameter specifies the type of media used for the primary destination
ofarchivedlogs. Itis recommended thatthis parameter be set to a secure location.

Rationale:

Recommended valueis p1sk:<valid directory>. This will ensure thatthe primary logs
are archived.

Remediation:

1. Connectto the DB2 database

|db2 => connect to S$DB2DATABASE user $USERNAME using S$PASSWORD

2. Runthe following command from the DB2 command window:

db2 => update database configuration using logarchmethl DISK:<valid
directory>

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user S$USERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => get database configuration

3. Locatethe rocarcuveTH1 Vvalueinthe output:

db2 => get database configuration
db2 => ..

First log archive method (LOGARCHMETH1) = DISK:C:\DB2LOGS

Note: LocarcHMETHL IS setto pIsk:c:\pB21.0GS in the above output.

Default Value:
The defaultvalue for LoGaRCHMETH1 iS OFF.

3.2.5 Secure permissionofthe primary archive log location (Level 1, Scorable,
89 9.5)

Description:

The 1ogarchmeth1 parameter specifies the type of media used for the primary destination
ofarchivedlogs. Itis recommended thatthe archivelogpermission setting be setto read-
only for non-administrator accounts.

Rationale:
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Recommended valueis ready-only (RO) to Everyone/Other/Users/Domain Users. This will
ensure that the archivelogs are protected.

Remediation:
For MS Windows:

1. Follow the Auditsteps in section Establish secure archive loglocation to obtain the
primary archivelogdirectory.

2. Connectto the DB2 host

3. Right-click onthedirectory obtained in step #1

4. Choose Properties

5. Selectthe Security tab

6. Selectall non-administrator accounts and revoke the Full Controlauthority
For Unix:

1. Follow the Auditsteps insection Establish secure archiveloglocation to obtain the
primary archivelogdirectory.

2. Connectto the DB2 host

Change to the directory obtained instep #1

4. Change the permissionlevel of the directory

w

|os => chmod -R 755

Audit:
Perform the following DB2 commands to obtain the value for this setting:

For MSWindows:

1. Follow the Auditsteps insection Establish secure archiveloglocation to obtain the
primary archivelogdirectory.

2. Connectto the DB2 host

3. Right-click onthe directory obtained in step #1

4. Choose Properties

5. Selectthe Security tab

6. Reviewaccess from allnon-administratoraccounts
For Unix:

1. Right-click onthe directory obtained in step #1.
2. Connectto the DB2 host

3. Change to the directory obtained in step #1

4. Review the permissionlevel of the directory

|OS => 1s -al

Default Value:
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The defaultvalue for a directory is read-and-write access.

3.2.6 Establish secure secondaryarchive location (Level 1, Scorable, 8,9, 9.5)

Description:

The 10garchmetn2 parameter specifies the type of media used as the secondary destination
forarchivedlogs. Itis recommended that this parameter be setto a securelocation.

Rationale:

Recommended valueis p1sk:<valid directory>. This will ensurethatthesecondarylogs
are written to disk.

Remediation:

1. Connectto the DB2 database

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => update database configuration using logarchmeth2 DISK:<valid
directory>

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$SDB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => get database configuration

3. Locatethe rocarcuveTH2 valueinthe output:

db2 => get database configuration
db2 => ..
Second log archive method (LOGARCHMETH?2) = DISK:C:\DB2LOGS2

Note: LocarcHMETH2 issettopisk:c:\DpB21.0GS2 inthe above output.

Default Value:
The defaultvalue for LoGaRCHMETH2 iS OFF.

3.2.7 Secure permission ofthe secondary archive location (Level 1, Scorable, 8,
9,9.5)

Description:
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The 10garchmetn2 parameter specifies where the type of media used as the secondary
destination forarchivedlogs. Itis recommended thatthe archivelog permissions be setto
read-only for non-administratoraccounts.

Rationale:
Recommended value is ready-only (RO) to Everyone/Other/Users /Domain Users. This will
ensure that the archivelogs are protected.

Remediation:
For MSWindows:

1. Follow the Auditsteps insection Establish secure secondary archive location to
obtain the primary archivelogdirectory.

2. Connectto the DBZ host

3. Right-click on the directory obtained in step #1

4. Choose Properties

5. Selectthe Security tab

6. Selectall non-administrator accounts and revoke the Full Control authority
For Unix:

1. Follow the Auditsteps insection Establish secure secondary archivelocation to
obtain the primary archive logdirectory.

2. Connectto the DB2 host

3. Change to the directory obtained in step #1

4. Change the permissionlevel of the directory

|os => chmod -R 755

Audit:
Perform the following DB2 commands to obtain the value for this setting:

For MS Windows:

1. Follow the Auditsteps insection Establish secure secondary archivelocation to
obtain the primary archive log directory.

2. Connectto the DB2 host

3. Right-click onthe directory obtained in step #1

4. Choose Properties

5. Selectthe Security tab

6. Review access from all non-administrator accounts
For Unix:

1. Follow the Auditsteps insection Establish secure secondary archive location to
obtain the primary archive log directory.
2. Connectto the DB2 host
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3. Change to the directory obtained in step #1
4. Review the permissionlevel of the directory

|OS => 1s -al

Default Value:
The defaultvalue fora directory is read-and-write access.

3.2.8 Establishsecure tertiary archive log location (Level 1, Scorable, 8,9, 9.5)

Description:

The failarchpath parameter specifies thelocation forthe archivelogs if the primary or
secondary archive destinationisnotavailable. Itis recommended that this parameter be
setto pointto a securelocation.

Rationale:

Ensure that avalid path s specified for this setting so thatarchive logs can have an
alternate failover destination due to media problems. Access to the destinationlocation
should only be granted to the DB2 system administrator; and give read-only privilege to
non-privileged users.

Remediation:

1. Connectto the DB2 database

|db2 => connect to S$DB2DATABASE user $SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => update database configuration using failarchpath <valid path>

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

[ db2 => get database configuration

3. Locatethe ratrarcupaTH valueinthe output:

db2 => get database configuration
db2 => ..
Failover log archive path (FAILARCHPATH) = <valid path>

Note: ratrarcHPATH is setto a valid path in the above output.
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Default Value:
The defaultvalue for rarrarcuepaTs is null.

3.2.9 Secure permission ofthe tertiary archive location (Level 1, Scorable, 8, 9,
9.5)

Description:

The failarchpath parameter specifies thelocation of the tertiary destination forarchived
logs. Itis recommended thatthe archivelogpermission be setto read-only for non-
administrator accounts.

Rationale:
Recommended valueis ready-only (RO) to Everyone/Other/Users /Domain Users. This will
ensure that the archivelogs are protected.

Remediation:
For MSWindows:

Connectto the DB2 host

Right-click over the file directory

Choose Properties

Selectthe Security tab

Selectall non-administrator accounts and revoke the Full Control authority

iAW =

For Unix:

1. Connectto the DB2 host
2. Change to the file directory
3. Change the permissionlevel of the directory

|os => chmod -R 755

Audit:
Perform the following DB2 commands to obtain the value for this setting:
For MSWindows:

1. Connectto the DB2 host

2. Right-click overthefile directory

3. Choose Properties

4. Selectthe Security tab

5. Review access from all non-administrator accounts

For Unix:

1. Connectto the DB2 host
2. Change to the file directory
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3. Review the permissionlevel of the directory

|OS => 1s -al

Default Value:
NotApplicable
3.2.10 Establish secure log mirrorlocation (Level 1, Scorable, 8, 9)

Description:
Themirroriogpath parameter specifies alocation to store the mirror copy of thelogs. Itis
recommended that this parameter be setto asecurelocation.

Rationale:
A mirrorlog path should notbe empty and itshould be a valid path that is secure. The
mirror log path stores asecond copy of the active logfiles.

Remediation:

1. Connectto the DB2 database

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => update database configuration using mirrorlogpath <valid path>

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => get database configuration

3. Locatethe mirrOrRLOGPATH Valueinthe output:

db2 => get database configuration
db2 => ..
Mirror log path (MIRRORLOGPATH) = C:\DB2MIRRORLOGS

Note: MTRRORLOGPATH is setto c:\DB2MIRRORLOGS inthe above output.

Default Value:
The defaultvalue formirrorlogpath is null.
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3.2.11 Establish retention setsize for backups (Level 2, Scorable, 8, 9, 9.5)

Description:

Thenum db backups parameter specifies the number of backups to retain for a database
before the old backups is marked deleted. Itis recommended that this parameter be setto

atleast12.

Rationale:

Retain multiple copies of the database backup to ensure that the database can recover from
an unexpected failure. This parameter should notbesetto 0. Multiple backups should be
kept to ensure that all logs and transactions can be used for auditing,

Remediation:

1. Connectto the DB2 database

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => update database configuration using num_ db backups 12

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to $DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => get database configuration

3. Locatethe num pB BACKUPS valueinthe output:

db2 => get database configuration
db2 => ..
Number of database backups to retain (NUM_DB_BACKUPS) = 12

Note: num DB BACKUPS is setto 12 inthe above output.

Default Value:
The defaultvalue for num db backups is12.

3.2.12 Set archive log failoverretry limit (Level 2, Scorable, 8, 9, 9.5)

Description:

41 |Page



The numarchretry parameter determines how many times a database will try to archive
the logfile to the primary or the secondary archive destination before trying the failover

directory. Itis recommended thatthis parameter be setto s.

Rationale:

Establishinga failover retry time limit will ensure that the database will alwayshave a
means to recover from an abnormal termination. This parameter should notbe setto 0.
The recommended valueis 5.

Remediation:

1. Connectto the DB2 database

|db2 => connect to $DB2DATABASE user $USERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => update database configuration using numarchretry 5

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to $DB2DATABASE user $USERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => get database configuration

3. Locatethe nuvarcurETRY Vvalueinthe output:

db2 => get database configuration
db2 => ..

Number of log archive retries on error (NUMARCHRETRY) = 5

Note: NnuMaRCHRETRY iS setto s in the above output.

Default Value:
The defaultvalue for numarchretry isb5.

3.3 Database Administration Server Settings

This section provides guidance on configuring and securing the DB2 Database
Administration Server (DAS).

3.3.1 Establish DAS administrative group (Level 1, Scorable, 8,9, 9.5)

Description:
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The dasadm_group parameter defines the group name with DAS Administration (DASADM)
authority forthe DAS. Itis recommended thatthe dasadm group group contains
authorized users only .

Rationale:
The DASis a special administrative tool that enables remote administration of DB2 servers.
DASADM authority is the highestlevel of authority within the DAS.

Remediation:

1. Attachto the DB2instance

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

db2 => update admin configuration using dasadm group <valid system
group>

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Attachto the DB2instance

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => get admin configuration

3. Locatethis valuein the output:

db2 => get admin configuration
db2 => ..
DAS Administration Authority Group Name (DASADM GROUP) = DASADM

Note: pasapm Group is setto pasapm inthe above output.
Default Value:
The defaultvalue for dasadm group is null.
3.3.2 Seta genericsystemname (Level 2, Scorable, 8,9, 9.5)

Description:

The do2system parameter specifies the DB2 system name thatis used by users and
database administrators to identify the DB2 server. Itis recommended that this parameter
be setto a value that does not represent sensitive aspects of the system.

Rationale:
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Exposing OSor DB revision information may provide malicious users with enough
information to identify vulnerabilities that may be presentin the platforms.

Remediation:

1. Attachto the DB2instance

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => update admin configuration using db2system <valid system group>

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Attachto the DB2instance

|db2 => attach to $SDB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => get admin configuration

3. Locatethis valuein the output:

db2 => get admin configuration
db2 => ..
Name of the DB2 Server System (DB2SYSTEM) = QANODE 1

Note: pe2sysTEM is setto ganope1 inthe above output.
Default Value:
The defaultvalue for ab2system is the hostname.

3.3.3 Disable DASdiscoverability (Level 2, Scorable, 8,9, 9.5)

Description:
The discover parameter specifies the discovery mode for the DB2 Administration Server.
[t is recommended that this parameter be set to prsasLE.

Rationale:
Administration server should nothandle any type of discovery request. Thiswill preventa
malicioususer from discoveringall DB2 servers on the network.

Remediation:

1. Attachto the DB2instance

|db2 => attach to $SDB2INSTANCE
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2. Runthe following command from the DB2 command window:

|db2 => update admin configuration using discover disable

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Attachto the DB2instance

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => get admin configuration

3. Locatethis valuein the output:

db2 => get admin configuration
db2 => ..
DAS Discovery Mode (DISCOVER) = DISABLE

Note: p1scover is setto prsasre inthe above output.

Default Value:
The defaultvalue for discover is sEarcH.

3.3.4 Do notexecute expired tasks (Level 2, Scorable, 8,9, 9.5)

Description:

Theexec exp task parameter controls whetherthe DB2 Scheduler will initialize past tasks
that were scheduled butnotyetexecuted. It is recommended thatthis parameter be setto

NO.

Rationale:

This will help ensure sequestered jobs are notinvoked by accident, which may have
maliciousscripts associated with the job. Ensure to review all expired jobs before
restarting them.

Remediation:

1. Attachto the DB2instance

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => update database manager configuration using exec exp task no

Audit:
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Perform the following DB2 commands to obtain the value for this setting:

1. Attachto the DB2instance

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => get admin configuration

3. Locatethis valuein the output:

db2 => get admin configuration
db2 => .
Execute Expired Tasks (EXEC _EXP TASK) = NO

Note: exec_rxp Tasx is setto no inthe above output.

Default Value:
The defaultvalue for aexec_exp task isno.

3.3.5 Secure the JDK runtime library (Level 2, Scorable, 8, 9, 9.5)

Description:

The jax_path parameter specifies the Software Developer's Kit (SDK) forJava directory for
the DB2 administration server. Itis recommended that the location pointed to by this
parameter contain a currentversion of the JDKand be secured.

Rationale:

Maintaining JDK currency will ensure known exploitable conditions are mitigated. Ensuring
that the location of the ]DK is secure will help prevent attackers from compromising the
integrity of Javaruntime and therefore the administrative facilities of the DB server.

Remediation:

1. Attachto the DB2instance

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

db2 => update database manager configuration using jdk path <valid
path>

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Attachto the DB2instance

|db2 => attach to $SDB2INSTANCE
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2. Runthe following command from the DB2 command window:

|db2 => get admin configuration

3. Locatethis valuein the output:

db2 => get admin configuration
db2 => ..

Java Development Kit Installation Path DAS (JDK_PATH) =
C:\Program Files\Java

Note: spk paTH issettoc:\Program Files\Java intheabove output.

Default Value:
The defaultvalue for jdx_path is the default javainstall path.

3.3.6 Secure the DK 64 bitruntime library (Level 2, Scorable, 8, 9, 9.5)

Description:

The jdx_64 patn parameter specifies the 64-Bit Software Developer's Kit (SDK) for Java
directory forthe DB2 administration server. Itis recommended thatthelocation pointed
to by this parameter contain a current version of the JDK and be secured.

Rationale:
Maintaining JDK currency will ensure known exploitable conditions are mitigated. Ensuring
that the location of the JDK is secure will help prevent malicious entities from

compromising the integrity of Java runtime and therefore the administrative facilities of
the DB server.

Remediation:

1. Attachto the DB2instance

|db2 => attach to $SDB2INSTANCE

2. Runthe following command from the DB2 command window:

db2 => update database manager configuration using jdk 64 path
<jdk path>

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Attachto the DB2instance

|db2 => attach to $SDB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => get admin configuration
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3. Locatethis valuein the output:

db2 => get admin configuration
db2 => ..

Java Development Kit Installation Path DAS (JDK_64 PATH) =
C:\Program Files\Java

Note: ngpx_64 pPATH iSsettoc:\Program Files\Java intheaboveoutput.

Default Value:
The defaultvalue for jax_64 path isthe defaultinstall java path.

3.3.7 Disableunused taskscheduler (Level 2, Scorable, 8, 9, 9.5)

Description:
The sched enable parameter specifies whether the DB2 Task Center utility is allowed to
schedule and execute tasks at the administration server. Itis recommended that this

parameter be setto orr when the Task Scheduleris notin use.

Rationale:

Enable this feature only when scheduling and executing tasks from the DB2 Task Center
utility is necessary. Thiswill ensure that malicious tasks are not executed unknowingly by
the DBZ server.

Remediation:

1. Attachto the DB2instance

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => update admin configuration using sched enable off

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Attachto the DB2instance

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => get admin configuration

3. Locatethis valuein the output:

db2 => get admin configuration
db2 => ..
Scheduler Mode (SCHED ENABLE) = OFF
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Note: sciep ENABLE is settoorr inthe above output.

Default Value:
The defaultvalue for sched enable isoFF.

4.  Label-Based Access Controls (LBAC)

This section provides guidance on a new feature in DB2 V9.1 that can control the read and
write access of a user at the table column and row level. This featureis aseparately
licensed component of DB2; therefore, apply these settings where appropriate.

4.0.1 Enforce Label-BasedAccess Controls Implementation (Level 2, Not
Scorable, 9,9.5)

Description:

Ensure that the database has label-based access controls (LBAC) componentimplemented
to protectsensitive data. Itis recommended thatthe policies and the components are
properly enforced atthe column and/or row level.

Rationale:

LBAC increases the control of your data by deciding exactly who has read and/or write
access to individual roles and columns.

Remediation:
Impose LBAC capability on tables and rows with sensitive data.

Audit:
Review all sensitive tables and viewsin your organization to determine who should have
access to which columns and/or rows.

4.0.2 Review Security Rule Exemptions (Level 1, NotScorable, 9, 9.5)

Description:

LBACrule exemptions provide very powerful access. Do not grant them without careful
consideration. Itis recommended thatall security rule exemptionsare reviewed against
users and their required access.

Rationale:

LBAC rule exemptions allow a particular rule within a particular security policy to not be
enforced when trying to access data protected by that security policy.

Remediation:
Review all users thathave LBACrule exemptions for qualification according to needs of the
business.

Audit:
Review and justify all rule exemption grants.
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4.0.3 Review Security Label Component (Level 1, NotScorable, 9, 9.5)

Description:

A security label componentrepresents any criteria thatyou use to decide if auser should
haveaccess to agiven setof data. Itis recommended thatall security label components are
reviewed.

Rationale:
Security label component should be implemented to provide differentlevel of accessto
differentsensitive data.

Remediation:
Review all users and ensure those security label components are defined properly.

Audit:
Review and justify all security label components.

4.0.4 Review Security Label Policies (Level 1, Not Scorable, 9,9.5)

Description:
A security policy defines the criteriain an organization based on the label components,
rules, and rule exemptions. Itis recommended thatall policies are reviewed.

Rationale:
A security policy definesall access to the table and the columns based on the user’s login.

Remediation:
Review all security label policies and ensure thatitis set up properly.

Audit:
Review and justify all security label policies.

4.0.5 Review Security Labels (Level 1, NotScorable, 9, 9.5)

Description:
A security label defines the criteria of access to the protected data. Itis recommended that

all security labels are reviewed.

Rationale:
A security label mustbe properly setup on tables with sensitive data.

Remediation:
Review all security labels and ensure thatitis setup properly.

Audit:
Review and justify all security labels.

5. Database Maintenance
This section provides guidance on protecting and maintaining the database instance.
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5.0.1 Enable Backup Redundancy (Level 2, NotScorable, 8,9, 9.5)

Description:
Backup redundancy ensures that multiple instances of database backups exist.

Rationale:
Maintaining redundant copies of database backups will increase business continuity
capabilities in should a DB2 service failure coincides with a corrupt backup.

Remediation:
Define aprocess to replicate your backups onto multiple locations.

Audit:
Review thereplication of your backups based on company policy.

5.0.2 Protecting Backups (Level 1, Not Scorable, 8, 9, 9.5)

Description:
Backups of your database should be stored ina securelocation. Itis recommended that
backups be created to ensure that the instance can be recovered.

Rationale:
Backups may contain sensitive data that attackers can use to retrieve valuable information
aboutthe organization.

Remediation:
Define asecurity policy for all backups stored.

Audit:
Review the access of your backups based on company policy.

5.0.3 Enable Database Maintenance (Level 2, Scorable, 8,9, 9.5)

Description:

Enable automatic database maintenance on your DB2 instance. Itis recommended that the
DB2 Automatic Maintenance tool be used to ensure that the instance is performing
optimally.

Rationale:
A well maintained DB2 instance will provide access to the data and reduces database
outages.

Remediation:

1. Connectto the DB2 database:

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:
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|db2 => update database configuration using auto maint on

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database:
|db2 => connect to S$DB2DATABASE user S$SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:
|db2 => update database configuration

3. Locatethis valuein the output:

db2 => get database configuration
db2 => ..

Automatic maintenance (AUTO MAINT) = ON

Note: auTo ma1N is setto on inthe above output.

Default Value:
The defaultvalue for auto maint ison.

5.0.4 Schedule Runstatand Reorg (Level 1, NotScorable, 8, 9, 9.5)

Description:
runstat and reorg are two DB2 utilities to maintain the database data. It is recommended
that these utilities be executed when possible.

Rationale:
All statistics on tables and data should be monitored on aregular basis. A well-performing
instance will require less systemresources and provide better availability to the end-users.

Remediation:

Runthe runstat and/orthe reorg utility whenever a maintenance window permits such
action.

Audit:
NotApplicable

6. Securing Database Objects

Note: syscar views haveunderlying sys1euvtables that are also granted to pusnIC group by
default. Ensure that permission applied to these tables revoke access from unnecessary

users. Ifthe database was created usingthe resTrICTIVE Option, then grants to purLIC are
voided.
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6.0.1 RestrictAccessto syscar.avprrrorrcies (Level2,Scorable, 8,9, 9.5)

Description:
The syscaT.aupiTPorICcTES Vview contains all auditpolicies foradatabase. Itis
recommended thatthe pusL1c rolebe restricted from accessing this view.

Rationale:
This view contains sensitive information about the auditing security for this database.

Access to the audit policies may aid in avoiding detection.

Remediation:
Perform the followingto revoke access from pusr1c.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using S$SPASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE SELECT ON SYSCAT .AUDITPOLICIES FROM PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user $SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'AUDITPOLICIES' and grantee = ‘PUBLIC’

6.0.2 RestrictAccessto syscar.avprtusk (Level 2, Scorable, 8,9, 9.5)

Description:

The syscat.aupiTuse view contains database auditpolicy for all non-database objects,
such as authority, groups, roles, and users. Itis recommended thatthe pusr1c rolebe
restricted from accessing this view.

Rationale:
This view contains sensitive information about on the types of objects are being audited.
Access to the auditusage may aid inavoiding detection.

Remediation:
Revoke access from pusL1C.
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1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE SELECT ON SYSCAT.AUDITUSE FROM PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:
1. Connectto the DB2 database.

|db2 => connect to S$SDB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'AUDITUSE'Restrict Access to SYSCAT.DBAUTH and grantee =
‘PUBLIC’

6.0.3 RestrictAccessto syscar.psavrs (Level 2,Scorable, 8, 9,9.5)

Description:
The syscat.peavTH view contains information on authorities granted to users or groups of
users. Itis recommended thatthe purric rolebe restricted from accessing this view.

Rationale:
This view containsall the grants in the database and may be used as an attack vector.

Remediation:
Perform the followingto revoke access from pusr1c.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE SELECT ON SYSCAT.DBAUTH FROM PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:
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db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'DBAUTH' and grantee = ‘PUBLIC’

6.0.4 RestrictAccessto syscar.coravrH (Level 2,Scorable, 8,9, 9.5)

Description:
The syscat.coravra view contains the column privileges granted to the user ora groups of
users. Itis recommended thatthe purnic rolebe restricted from accessing this view.

Rationale:
This view contains all the grants in the database and may be used as an attack vector.
Remediation:

Perform the followingto revoke access from pusr1c.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE SELECT ON SYSCAT.COLAUTH FROM PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'COLAUTH' and grantee = ‘PUBLIC’

6.0.5 RestrictAccessto syscar.events (Level 2, Scorable, 8,9, 9.5)

Description:
The svyscat.eveEnTs view contains all events that the database is currently monitoring. Itis
recommended that the pueLIc rolebe restricted from accessing this view.

Rationale:
The types of events that the database is monitoring should notbe made readily available to
the public.

Remediation:
Perform the following to revoke access from pusr1c.
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1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE SELECT ON SYSCAT.EVENTS FROM PUBLIC

Audit:

Perform the following DB2 commands to obtain the value for this setting:
1. Connectto the DB2 database.

|db2 => connect to S$SDB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'EVENTS' and grantee = ‘PUBLIC’

6.0.6 RestrictAccessto syscar.eventTasres (Level 2, Scorable, 8,9, 9.5)

Description:
The syscar.evEnTTABLES View contains the name of the destination table that will receive

the monitoringevents. Itis recommended thatthe rusr1c rolebe restricted from accessing
this view.

Rationale:

Public should nothave accessto see the target name of the event monitoring table.
Remediation:

Perform the followingto revoke access from pusr1c.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE SELECT ON SYSCAT.EVENTTABLES FROM PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:
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db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'EVENTTABLES' and grantee = ‘PUBLIC’

6.0.7 RestrictAccessto svscar.rourines (Level 2, Scorable, 8,9, 9.5)

Description:
The svscar.rouTINES View contains all user-defined routines, functions, and stored

procedures in the database. It is recommended thatthe pusr1c role berestricted from
accessingthis view.

Rationale:

User-defined functions and routines should notbe exposed to the public for exploits.
Remediation:

Perform the followingto revoke access from pusr1c.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE SELECT ON SYSCAT.ROUTINES FROM PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'ROUTINES' and grantee = ‘PUBLIC’

6.0.8 RestrictAccessto svscar.inpexaurH(Level 2,Scorable, 8,9, 9.5)

Description:
The svyscat. inpEXAUTH View contains alistof users or groups thathave controrn access on
an index. Itis recommended thatthe pusLic rolebe restricted from accessing this view.

Rationale:
Thelistofall users with access to anindex should not be exposed to the public.

Remediation:
Revoke access from rpusL1C.

1. Connectto the DB2 database.
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|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE SELECT ON SYSCAT.INDEXAUTH FROM PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user $USERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'INDEXAUTH' and grantee = ‘PUBLIC’

6.0.9 RestrictAccessto syscar. packaceauts (Level 2, Scorable, 8,9, 9.5)

Description:

The syscat.packaceauTH view contains alistof users or groups thathas execute privilege
ona package. Itis recommended thatthe rusr1c roleberestricted from accessingthis
view.

Rationale:
Thelistofall users with access to a package should notbe exposed to the public.

Remediation:
Perform the followingto revoke access from pusr1c.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE SELECT ON SYSCAT .PACKAGEAUTH FROM PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:
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db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'PACKAGEAUTH' and grantee = ‘PUBLIC’

6.0.10 RestrictAccessto syscar. packaces (Level 2, Scorable, 8,9, 9.5)

Description:
The svscat.packaces view contains all packages created in the database instance. Itis
recommended thatthe puerIC rolebe restricted from accessing this view.

Rationale:
The names of packages created in the database can be used as an entry pointifa vulnerable
package exists.

Remediation:
Perform the followingto revoke access from pusr1c.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user $SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE SELECT ON SYSCAT.PACKAGES FROM PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:
1. Connectto the DB2 database.

|db2 => connect to S$SDB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'PACKAGES' and grantee = ‘PUBLIC’

6.0.11 Restrict Accessto svscar. passturuauTH (Level 2, Scorable, 8,9, 9.5)

Description:

The syscat.passtarRUAUTH View contains the names of user or group that have pass-
through authorization to query the data source. Itis recommended thatthe pusrzc rolebe
restricted from accessing this view.

Rationale:
The ability to see which accounts have the pass-through privilege could allow an attacker
to exploitthese accounts to access another data source.

Remediation:
Perform the followingto revoke access from pusr1c.
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1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE SELECT ON SYSCAT.PASSTHRUAUTH FROM PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:
1. Connectto the DB2 database.

|db2 => connect to S$SDB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select grantee from sysibm.systabauth where tcreator =
and ttname = 'PASSTHRUAUTH' and grantee = ‘PUBLIC’

'SYSCAT'

6.0.12 RestrictAccessto syscar.securiTyLABELACCESS (Level 2, Scorable, 8, 9,

9.5)

Description:

The syscaT.SECURITYLABELACCESS View contains all accountsin the database that havea
security label privilege. Itis recommended thatthe pusr1c role berestricted from

accessing this view.

Rationale:

Allowing publicaccessto view all accounts having the security label privilege could lead to

privilege escalations to sensitive data.

Remediation:
Perform the followingto revoke access from pusr1c.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user $SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE SELECT ON SYSCAT.SECURITYLABELACCESS FROM PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD
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2. Runthe following command from the DB2 command window:

db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'SECURITYLABELACCESS' and grantee = ‘PUBLIC’

6.0.13 RestrictAccessto sySCAT.SECURITYLABELCOMPONENTELEMENTS (Level 2,
Scorable, 8,9, 9.5)

Description:
The syscaAT. SECURITYLARELCOMPONENTELEMENTS View contains the elementvalue fora

security label component. Itis recommended thatthe purL1C rolebe restricted from
accessingthis view.

Rationale:

puBLIC should notbeable to view all the elements of a security componentand /or the
database security policy.

Remediation:
Perform the followingto revoke access from pusr1c.

1. Connectto the DB2 database.

|db2 => connect to $DB2DATABASE user $USERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => REVOKE SELECT ON SYSCAT.SECURITYLABELCOMPONENTELEMENTS FROM
PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'SECURITYLABELCOMPONENTELEMENTS' and grantee = ‘PUBLIC’

6.0.14 RestrictAccessto syscar.secUrRITYLABELCOMPONENTS (Level 2, Scorable,
89, 9.5)

Description:
The syscaT. SECURITYLABELCOMPONENTS View contains the components of a security label.
It is recommended thatthe pusrIC rolebe restricted from accessing this view.
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Rationale:

Public should notbe able to view all the security components and /or the database security
policy.

Remediation:

Perform the followingto revoke access from pusr1c.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user $USERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE SELECT ON SYSCAT.SECURITYLABELCOMPONENTS FROM PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'SECURITYLABELCOMPONENTS' and grantee = ‘PUBLIC’

6.0.15 RestrictAccessto syscar.securiTyraBELS (Level 2, Scorable, 8,9, 9.5)

Description:
The syscaT.securiTYLABELS View contains all security labels within the database. Itis
recommended thatthe pusr1C rolebe restricted from accessing this view.

Rationale:

puBLIC should notbe able to view all the security components and /or the database security
policy.

Remediation:

Perform the following to revoke access from rusr1c.

1. Connectto the DB2 database.

|db2 => connect to $DB2DATABASE user $USERNAME using S$PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE SELECT ON SYSCAT SYSCAT.SECURITYLABELS FROM PUBLIC

Audit:
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Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'SECURITYLABELS' and grantee = ‘PUBLIC’

6.0.16 Restrict Accessto syscar.securiTyroricies (Level 2,Scorable, 8,9, 9.5)

Description:
The syscaT.securiTYPOLICIES View contains all database security policies. Itis
recommended thatthe purrIC rolebe restricted from accessing this view.

Rationale:

puBLIC should notbeable to view all the database security policies.
Remediation:

Perform the followingto revoke access from rusr1c.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user $SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE SELECT ON SYSCAT SYSCAT.SECURITYPOLICIES FROM PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to $DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'SECURITYPOLICIES' and grantee = ‘PUBLIC’

6.0.17 Restrict Accessto syScaT.SECURITYPOLICYCOMPONENTRULES (Level 2,
Scorable, 8,9, 9.5)

Description:
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The sYscaT. SECURITYPOLICYCOMPONENTRULES View contains the access rights forasecurity
label component. Itis recommended thatthe pusric rolebe restricted from accessing this
view.

Rationale:
puBLIC should notbe able to view all the access rules of the database security policies.

Remediation:
Perform the followingto revoke accessfrom rusr1c.

1. Connectto the DB2 database.

|db2 => connect to S$SDB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE SELECT ON SYSCAT.SECURITYPOLICYCOMPONENTRULES FROM PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to $DB2DATABASE user $SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'SECURITYPOLICYCOMPONENTRULES' and grantee = ‘PUBLIC’

6.0.18 Restrict Accessto syscar.securRITYPOLICYEXEMPTIONS (Level 2,
Scorable, 8,9, 9.5)

Description:
The syscaT.sECURITYPOLICYEXEMPTIONS contains the exemption onasecurity policy that

was granted to a database account. Itis recommended thatthe pusr1c rolebe restricted
from accessing this view.

Rationale:
Public should notbe able to view all the exemption rules to the database security policies.

Remediation:
Perform the followingto revoke access from pusr1c.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user S$USERNAME using $PASSWORD
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2. Runthe following command from the DB2 command window:

|db2 => REVOKE SELECT ON SYSCAT .SECURITYPOLICYEXEMPTIONS FROM PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user $SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'SECURITYPOLICYEXEMPTIONS' and grantee = ‘PUBLIC’

6.0.19 RestrictAccessto syscar. surrocaTEAUTHIDS (Level 2, Scorable, 8,9, 9.5)

Description:
The syscaT. surroGaTEAUTHI DS contains all accounts that have been granted

SETSESSIONUSER privilegeonauser orto pusric. It is recommended thatthe pusL1c role be
restricted from accessing this view.

Rationale:

Public should notbe able to view all the surrogate accounts with sersesstonuser privilege.

Remediation:
Perform the followingto revoke access from pusr1c.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE SELECT ON SYSCAT .SURROGATEAUTHIDS FROM PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'SURROGATEAUTHIDS' and grantee = ‘PUBLIC’
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6.0.20 RestrictAccessto syscar.roreavrH (Level 2, Scorable, 9.5)

Description:
The syscar.rorEaUTH contains information on all roles and their respective grantees. Itis
recommended thatthe pusL1c rolebe restricted from accessing this view.

Rationale:
Public should nothave accessto see the grants of the roles because this could be used as a
pointof exploit.

Remediation:
Perform the following to revoke access from pusr1c.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE SELECT ON SYSCAT.ROLEAUTH FROM PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'ROLEAUTH' and grantee = ‘PUBLIC’

6.0.21 RestrictAccessto syscar.roLes (Level 2,Scorable, 8,9, 9.5)

Description:
The syscar.rorEs contains all roles available in the database. Itis recommended that the
puBLIC rolebe restricted from accessing this view.

Rationale:
Public should nothave accessto see all the roles because this could be used as a point of
exploit.

Remediation:
Perform the followingto revoke access from pusr1c.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD
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2. Runthe following command from the DB2 command window:

|db2 => REVOKE SELECT ON SYSCAT.ROLES FROM PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to $DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'ROLES' and grantee = ‘PUBLIC’

6.0.22 RestrictAccessto syscar.rovrineauTH (Level 2, Scorable, 8,9, 9.5)

Description:

The syscaT.rourInEAUTH contains alistofall users thathave execute privilegeona
routine (function, method, or procedure). Itis recommended that the pusL1c role be
restricted from accessing this view.

Rationale:
Public should nothave accessto see all the grants of routines to users or groups because
this could be used as a point of exploit.

Remediation:
Perform the followingto revoke access from pusr1c.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE SELECT ON SYSCAT.ROUTINEAUTH FROM PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'ROUTINEAUTH' and grantee = ‘PUBLIC’
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6.0.23 RestrictAccessto syscar.scuemaautH (Level 2, Scorable, 8,9, 9.5)

Description:

The syscaT.scuemMaruTe contains alistofall users thathave one or more privileges or
access to a particular schema. Itis recommended that the pusL1c roleberestricted from
accessingthis view.

Rationale:
Public should nothave accessto see all the grants of schemas to users or groups because

this could be used as a point of exploit.

Remediation:
Perform the followingto revoke access from pusr1c.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE SELECT ON SYSCAT.SCHEMAAUTH FROM PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$SDB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'SCHEMAAUTH' and grantee = ‘PUBLIC’

6.0.24 RestrictAccessto syscar.scaemara(Level 2, Scorable, 8,9, 9.5)

Description:
The syscar.scaeMaTa contains all schemanames in the database. [tis recommended that
the pusLn1C rolebe restricted from accessing this view.

Rationale:
Public should nothave accessto see all the created schemas in the database because this
could be used as a point of exploit.

Remediation:
Perform the followingto revoke access from pusr1c.

1. Connectto the DB2 database.
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|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE SELECT ON SYSCAT.SCHEMATA FROM PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user $USERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'SCHEMATA' and grantee = ‘PUBLIC’

6.0.25 RestrictAccessto syscar.seouenceauTH (Level 2, Scorable, 8, 9, 9.5)

Description:
The svyscat. sequeENcEAUTH contains users and/or groups thathave access to one or more

privileges onasequence. Itis recommended thatthe pusr1c role berestricted from
accessingthis view.

Rationale:
Public should nothave accessto seeall the granted access of asequence in the database
because this could be used as a point of exploit.

Remediation:
Perform the followingto revoke access from pusr1c.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE SELECT ON SYSCAT .SEQUENCEAUTH FROM PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

69 |Page



db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'SEQUENCEAUTH' and grantee = ‘PUBLIC’

6.0.26 RestrictAccessto syscar.stateMenTS (Level 2, Scorable, 8,9, 9.5)

Description:
The svyscat.stateMENTs contains all SQL statements of a compiled package. Itis
recommended thatthe puerIcC rolebe restricted from accessing this view.

Rationale:
Public should nothave accessto the source code or the SQL statements of a database
package. This couldlead to an exploit.

Remediation:
Perform the followingto revoke access from pusr1c.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE SELECT ON SYSCAT.STATEMENTS FROM PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'STATEMENTS' and grantee = ‘PUBLIC’

6.0.27 RestrictAccessto syscar. procepures (Level 2, Scorable, 8, 9, 9.5)

Description:
The syscat.proceDURES contains all stored procedures in the database. It is recommended
that the pusL1C rolebe restricted from accessing this view.

Rationale:
Public should not have accessto the names of the stored procedures in a database. This
could lead to an exploit.

Remediation:
Perform the followingto revoke access from pusr1c.
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1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE SELECT ON SYSCAT.PROCEDURES FROM PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$SDB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'PROCEDURES' and grantee = ‘PUBLIC’

6.0.28 RestrictAccessto syscar. rasavrH (Level 2,Scorable, 8,9, 9.5)

Description:
The syscaT.TaBAUTH contains users or groups that have been granted one or more

privileges onatable orview. Itis recommended thatthe pusL1c rolebe restricted from
accessing this view.

Rationale:
Public should nothave accessto the grants of views and tables in a database. This could
lead to an exploit.

Remediation:
Perform the followingto revoke access from pusr1c.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE SELECT ON SYSCAT.TABAUTH FROM PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD
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2. Runthe following command from the DB2 command window:

db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'TABAUTH' and grantee = ‘PUBLIC’

6.0.29 RestrictAccessto syscar. rBspaceaurH (Level 2, Scorable, 8,9, 9.5)

Description:

The syscat.tBSPACEAUTH contains users or groups that has been granted the USE privilege
ona particular table space in the database. It is recommended that the rusL1C rolebe
restricted from accessing this view.

Rationale:
Public should nothave accessto the grants of the tablespaces in a database. This could lead
to an exploit.

Remediation:
Perform the followingto revoke access from pusr1c.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user S$SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window

|db2 => REVOKE SELECT ON SYSCAT.TBSPACEAUTH FROM PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select grantee from sysibm.systabauth where tcreator = 'SYSCAT'
and ttname = 'TBSPACEAUTH' and grantee = ‘PUBLIC’

6.0.30 RestrictAccessto Tablespaces (Level 2, Scorable, 8,9, 9.5)

Description:
A tablespace is where the data is physically stored. Itis recommended thattablespace
usage be restricted to authorized users.

Rationale:
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Grant the usk of tablespace privilege to only authorized users. Restrictthe privilege from

puBLIC, Where applicable, as amalicious user can cause a denial of service at the tablespace
level by overloadingit with corrupted data.

Remediation:
Perform the followingto revoke access from pusr1c.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user $SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE USE OF TABLESPACE [Stablespace name] FROM PUBLIC

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select grantee, tbspace from sysibm.systbspaceauth and grantee =
‘PUBLIC’

7. Entitlements

This section provides guidance on securing the entitlements thatexistin the DB2 instance
and database.

7.0.1 Establish an administratorgroup (Level 2, Scorable, 8,9, 9.5)

Description:

The sysadm group parameter defines the system administrator group with sysapm
authority forthe DB2 instance. Accountswith this authority possessthe highestlevel of
authority within the database manager (ie, stopping/starting services, backup/recovery,
and maintenance) and controls all database objects (ie, data, system objects and
privileges). Itis recommended thatthe sysadm group group contains authorized users
only.

Rationale:

If an account that possesses this authority is compromised or used in a malicious manner
the confidentiality, integrity,and availability of data in the DB2 instance will be atincrease
risk.

Remediation:
Defineavalid group name to the sysapv group.
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1. Attachto the DB2instance

|db2 => attach to $SDB2INSTANCE

2. Runthe following command from the DB2 command window:

db2 => update database manager configuration using sysadm group <sys
admin group name>

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Attachto the DB2 instance.

|db2 => attach to $SDB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => get database manager configuration

3. Locatethe SYSADM_GROUP value in the output:

db2 => get database manager configuration
db2 => ..
SYSADM group name (SYSADM GROUP) = DB2SYS

Note: svsapm Group issettopr2sys in the above output.

Default Value:
The defaultvalue for sysapm Group isNULL.

References:

1. http://publib.boulder.ibm.com/infocenter/db2luw/v9/topic/com.ibm.db2.udb.ad
min.doc/doc/r0000103.htm?resultof=sysadm group

7.0.2 Establish system control group (Level 2, Scorable, 8,9, 9.5)

Description:

The sysctrl group parameter defines the system administrator group with system control
(sysctri) authority. Itis recommended thatthe sysctrl group group contains
authorized users only .

Rationale:

If an account that possesses this authorityis compromised or used in a malicious manner
the confidentiality, integrity,and availability of datain the DB2 instance will be atincrease
risk.

Remediation:
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Defineavalid group name to the sysctrL group. Note: This parameter does notapply to
MS Windows platforms.

1. Attachto the DB2instance

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

db2 => update database manager configuration using sysctrl group [sys
control group name]

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Attachto the DB2instance.

|db2 => attach to $SDB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => get database manager configuration

3. Locatethe sysctri_croup valuein the output:

db2 => get database manager configuration
db2 => ..
SYSCTRL group name (SYSCTRL GROUP) = DB2CTRL

Note: svscTtri, _Group issettops2cTrr inthe above output.

Default Value:
The defaultvalue for syscTr1, GrROUP iSNULL.

References:

1. http://publib.boulder.ibm.com/infocenter/db2luw/v9/topic/com.ibm.db2.udb.ad
min.doc/doc/r0000103.htm?resultof=sysctrl group

7.0.3 Establish systemmaintenance group (Level 1, Scorable, 8, 9, 9.5)

Description:

The sysmaint_group parameter defines the system administrator group that possess the
system maintenance (sysMaint) authority. Itis recommended thatsysmaint group group
contains authorized users only .

Rationale:
If an account that possesses this authorityis compromised or used in a malicious manner

the confidentiality, integrity,and availability of datain the DB2 instance will be atincrease
risk.
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Remediation:
Defineavalid group name to the sysmatnt group. Note: This parameter does notapply to
MS Windows platforms.

1. Attachto the DB2instance

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

db2 => update database manager configuration using sysmaint group [sys
maintenance group name ]

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Attachto the DB2instance.

|db2 => attach to $SDB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => get database manager configuration

3. Locatethe sysmainT Group valuein the output:

db2 => get database manager configuration
db2 => ..
SYSMAINT group name (SYSMAINT GROUP) = DB2MAINT

Note: sysvaInT Group issetto pe2MaINT in the above output.

Default Value:
The defaultvalue for sysMatn GrRouP iSNULL.

References:

1. http://publib.boulder.ibm.com/infocenter/db2luw/v9 /topic/com.ibm.db2.udb.ad
min.doc/doc/r0000103.htm?resultof=sysmaint _group

7.0.4 Establish system monitoring group (Level 1, Scorable, 8,9, 9.5)

Description:

The sysmon_group parameter defines the operating system groups with system monitor
(sysmon) authority. Itis recommended thatsysmon group group contains authorized
users only.

Rationale:
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If an account that possesses this authorityis compromised or used in a malicious manner
the confidentiality,integrity,and availability of datain the DB2 instance will be atincrease
risk.

Remediation:
Define avalid group name to the sysmon group.

1. Attachto the DB2 instance.

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

db2 => update database manager configuration using sysmon group [sys
monintor group name]

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Attachto the DB2 instance.

|db2 => attach to $DB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => get database manager configuration

3. Locatethe sysmon crour valueinthe output:

db2 => get database manager configuration
db2 => ..
SYSMON group name (SYSMON GROUP) = DB2MON

Note: svswon Group issetto pe2mon in the above output.

Default Value:
The defaultvalue for sysvMon GrouP is NULL.

References:

1. http://publib.boulder.ibm.com/infocenter/db2luw/v9 /topic/com.ibm.db2.udb.ad
min.doc/doc/r0000103.htm?resultof=sysmon group

7.0.5 Secure SECADM Authority (Level 1, Scorable, 9, 9.5)

Description:

The secapm (security administrator) role grants the authority to create, alter (where
applicable), and drop roles, trusted contexts, audit policies, security label components,
security policies and security labels. Itis also the authority required to grant and revoke

roles, security labels and exemptions, and the seTsesstonuser privilege. secabm authority
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has no inherent privilege to access data stored in tables. Itis recommended thatthe secadm
role be granted to authorized users only .

Rationale:

If an account that possesses this authorityis compromised or used in a malicious manner
the confidentiality, integrity,and availability of datain the DB2 instance will be atincrease
risk.

Remediation:
Revoke this permission fromany unauthorized users.

1. Connectto the DB2 database.

|db2 => connect to SDB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE SECADM ON DATABASE FROM USER <username>

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using S$PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select distinct grantee, granteetype from syscat.dbauth where
securityadmauth = 'Y'

3. Reviewthelistofusers inthe above output to ensure only approved users are
assigned.

References:

1. http://publib.boulder.ibm.com/infocenter/db2luw/v9/topic/com.ibm.db2.udb.ad
min.doc/doc/r0000103.htm?resultof=securityadm

7.0.6 Secure DBADM Authority (Level 1, Scorable, 9, 9.5)

Description:

The peapm (database administration) role grants the authority to a user to perform
administrative tasks on a specific database. Itis recommended that dbadm role be granted
to authorized users only .

Rationale:
If an account that possesses this authority is compromised or used in a malicious manner
the confidentiality, integrity,and availability of data in the database will be atincrease risk.
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Remediation:
Revoke this permission fromany unauthorized users.

1. Connectto the DB2 database.

|db2 => connect to SDB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE DBADM ON DATABASE FROM USER <username>

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using S$PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select distinct grantee, granteetype from syscat.dbauth where
dbadmauth = 'Y'

3. Reviewthelistofusers inthe above output to ensure only approved users are
assigned.

References:
http://publib.boulder.ibm.com/infocenter/db2luw /v9 /topic/com.ibm.db2.udb.admin.doc
/doc/r0000103.htm?resultof=dbadm

7.0.7 Secure CREATAB Authority (Level 1, Scorable, 9, 9.5)

Description:

The crearar (create table) role grants the authority to auser to create tables withina
specific database. Itis recommended thatthe createtab rolebe granted to authorized
users only .

Rationale:
Review all users thathave access to this authority to avoid the addition of unnecessary
and/or inappropriate users.

Remediation:
Revoke this permission fromany unauthorized users.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:
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|db2 => REVOKE CREATAB ON DATABASE FROM USER <username>

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user S$USERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select distinct grantee, granteetype from syscat.dbauth where
creatabauth = 'Y'

3. Reviewthelistofusers inthe above output to ensure only approved users are
assigned.

References:
http://publib.boulder.ibm.com/infocenter/db2luw /v9 /topic/com.ibm.db2.udb.admin.doc
/doc/r0000103.htm?resultof=createtab

7.0.8 Secure BINDADD Authority (Level 1, Scorable, 9, 9.5)

Description:

Thesinoapp (bind application) role grants the authority to a userto create packages ona
specific database. Itis recommended thatthebindadd rolebe granted to authorized users
only.

Rationale:
If an account that possesses this authorityis compromised or used in a malicious manner
the confidentiality, integrity,and availability of data in the database will be atincreaserisk.

Remediation:
Revoke this permission fromany unauthorized users.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $SPASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE BINDADD ON DATABASE FROM USER <username>

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using S$PASSWORD
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2. Runthe following command from the DB2 command window:

db2 => select distinct grantee, granteetype from syscat.dbauth where
bindaddauth = 'Y'

3. Reviewthelistofusers inthe above output to ensure only approved users are
assigned.

References:
http://publib.boulder.ibm.com/infocenter/db2luw/v9 /topic/com.ibm.db2.udb.admin.doc
/doc/r0000103.htm?resultof=bindadd

7.0.9 Secure CONNECT Authority (Level 1, Scorable, 9, 9.5)

Description:
The connecT role grants the authority to auser to connectto a specific database. Itis
recommended that connect rolebe granted to authorized users only .

Rationale:
Review all users that have access to this authority.

Remediation:
Revoke this permission fromany unauthorized users.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE CONNECT ON DATABASE FROM USER <username>

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select distinct grantee, granteetype from syscat.dbauth where
connectauth = 'Y'

3. Reviewthelistofusers inthe above output to ensure only approved users are
assigned.

References:
http://publib.boulder.ibm.com/infocenter/db2luw /v9 /topic/com.ibm.db2.udb.admin.doc
/doc/r0000103.htm?resultof=connect
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7.0.10 Secure NOFENCE Authority (Level 1, Scorable, 9, 9.5)

Description:

ThenoreENCE role grants the authority to a user to create user-defined functions or
procedures that are notfenced in the memory blockof the database. Itis recommended

that the nofence rolebe granted to authorized users only .

Rationale:
Review all users thathave access to this authority

Remediation:
Revoke this permission fromany unauthorized users.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using S$SPASSWORD

2. Runthe following command from the DB2 command window:

db2 => REVOKE CREATE NOT FENCED ROUTINE ON DATABASE FROM USER
<username>

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select distinct grantee, granteetype from syscat.dbauth where
nofenceauth = 'Y'

3. Reviewthelistofusers inthe above output to ensure only approved users are
assigned.

References:

http://publib.boulder.ibm.com/infocenter/db2luw/v9 /topic/com.ibm.db2.udb.admin.doc
/doc/r0000103.htm?resultof=nofence

7.0.11 Secure IMPLSCHEMA Authority (Level 1, Scorable, 9, 9.5)

Description:

The iMprscrEMA (implicitschema) role grants the authority to a user to create objects
withoutspecifyinga schema thatalready exists. Itis recommended that the imp1schema
role be granted to authorized users only .

Rationale:
Review all users that have access to this authority.
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Remediation:
Revoke this permission fromany unauthorized users.

1. Connectto the DB2 database.

|db2 => connect to SDB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE IMPLICIT SCHEMA ON DATABASE FROM USER <username>

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using S$SPASSWORD

2. Runthe following command from the DB2 command window:

db2 => select distinct grantee, granteetype from syscat.dbauth where
implschemaauth = 'Y'

3. Reviewthelistofusers inthe above output to ensure only approved users are
assigned.

References:
http://publib.boulder.ibm.com/infocenter/db2luw /v9 /topic/com.ibm.db2.udb.admin.doc
/doc/r0000103.htm?resultof=implschema

7.0.12 Secure LOAD Authority (Level 1, Scorable, 9, 9.5)

Description:
The roap role grants the authority to a userto load data into tables. Itis recommended that
the 10aa rolebe granted to authorized users only .

Rationale:
Review all users thathave access to this authority.

Remediation:
Revoke this permission fromany unauthorized users.

1. Connectto the DB2 database.

|db2 => connect to SDB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE LOAD ON DATABASE FROM USER <username>
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Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to SDB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select distinct grantee, granteetype from syscat.dbauth where
loadauth = 'Y'

3. Review thelistofusers inthe above output to ensure only approved users are
assigned.

References:
http://publib.boulder.ibm.com/infocenter/db2luw /v9 /topic/com.ibm.db2.udb.admin.doc
/doc/r0000103.htm?resultof=load

7.0.13 Secure EXTERNALROUTINE Authority (Level 1, Scorable, 9, 9.5)

Description:

The ExTERNALROUTINE role grants the authority to auser to create user-defined functions
and procedures in a specific database. Itis recommended thatthe externalroutine role
be granted to authorized users only .

Rationale:
Review all users thathave access to this authority.

Remediation:
Revoke this permission fromany unauthorized users.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using S$SPASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE CREATE EXTERNAL ROUTINE ON DATABASE FROM USER <username>

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using SPASSWORD

2. Runthe following command from the DB2 command window:
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db2 => select distinct grantee, granteetype from syscat.dbauth where
externalroutineauth = 'Y'

3. Reviewthelistofusers inthe above output to ensure only approved users are
assigned.

References:
http://publib.boulder.ibm.com/infocenter/db2luw/v9 /topic/com.ibm.db2.udb.admin.doc
/doc/r0000103.htm?resultof=externalroutine

7.0.14 Secure QUIESCECONNECT Authority (Level 1, Scorable, 9, 9.5)

Description:

The guiesceconNEcT role grants the authority to a user to access adatabase evenin the
quiesced state. Itis recommended thatthe quiesceconnect rolebe granted to authorized
users only .

Rationale:
Review all users that have access to this authority.

Remediation:
Revoke this permission fromany unauthorized users.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => REVOKE QUIESCE CONNECT ON DATABASE FROM USER <username>

Audit:
Perform the following DB2 commands to obtain the value for this setting:

1. Connectto the DB2 database.

|db2 => connect to SDB2DATABASE user SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

db2 => select distinct grantee, granteetype from syscat.dbauth where
quiesceconnectauth = 'Y'

3. Review thelistofusers inthe above output to ensure only approved users are
assigned.

References:
http://publib.boulder.ibm.com/infocenter/db2luw /v9 /topic/com.ibm.db2.udb.admin.doc
/doc/r0000103.htm?resultof=quiesceconnect
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8. General Policy and Procedures

8.0.1 Startand Stop DBZ2 Instance (Level 1, NotScorable, 8,9, 9.5)

Description:

The DB2 instance manages the database environment and sets the configuration
parameters. It is recommended thatonly administrators are allowed to startand stop the
DB2 instance.

Rationale:
Only privileged users should have access to startand stop the DB2 instance. Thiswill
ensure that the DB2 instance is controlled by authorized administrators.

Remediation:
Revoke access from any unnecessary users.

1. Connectto the host
2. Review users and groups that have access to startand stop the DB2 instance

Audit:

OnMSWindows: Go to Start, then to the Run option. Typein services.msc inthe
command prompt. Locatethe DB2 service and identify the users/groups that can start and
stop the service.

On Unix: Identify the members of the local DB2 admin group that have access to stop and
start the DBZ instance.

8.0.2 Startand Stop DB2 Administrator Server (Level 2, Not Scorable, 8,9, 9.5)

Description:
The DB2 administration server responds to remote requests from admini stration tools and

clientutilities. Itis recommended that only administrators are allowed to startand stop
the DBZ administration server.

Rationale:
Only privileged users should have access to start and stop the DB2 administration server.

This will ensure that the DB2 administration serveris controlled by authorized
administrators.

Remediation:
Revoke access from any unnecessary users.

1. Connectto the host
2. Review users and groups that have access to startand stop the DB2 instance

Audit:
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On MSWindows: go to Start, then to the Runoption. Typein services.msc inthe
command prompt. Locatethe DB2DAS service and identify the user/group thatcan start
and stop the service.

On Unix: Identify the members of thelocal DB2 admin group that has access to stop and
start the do2admin command.

8.0.3 Remove Unused Schemas (Level 1, NotScorable, 8,9, 9.5)

Description:
A schemais alogical grouping of database objects. Itis recommended thatunused schemas
be removed from the database.

Rationale:
Unused schemas can be leftunmonitored and may be subjected to abuse and therefore
should be removed.

Remediation:
Revoke access from any unnecessary users.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user S$SUSERNAME using $PASSWORD

2. Runthe following command from the DB2 command window:

|db2 => drop scheme <scheme name> restrict

3. Reviewunused schemas and remove if necessary

Audit:
1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using S$PASSWORD

2.
3. Runthe following command from the DB2 command window:

|db2 => select schemaname from syscat.schemata

4. Review thelistofschemas

8.0.4 Review System Tablespaces (Level 1, NotScorable, 8,9, 9.5)

Description:
System tablespaces store all system object data within that database. Itis recommended
that system tablespaces are used to stored system data.

Rationale:
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Do notinstall any user datain the following system tablespaces: syscarspace and
SYSTOOLSPACE.

Remediation:
Revoke access from any unnecessary users.

1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user S$USERNAME using $PASSWORD

2. Reviewunused users and user objects that are stored in the system tablespaces

Audit:
1. Connectto the DB2 database.

|db2 => connect to S$DB2DATABASE user SUSERNAME using $PASSWORD

2.
3. Runthe following command from the DB2 command window:

db2 => select tabschema, tabname,tbspace from syscat.tables where
tabschema not in ('ADMINISTRATOR', 'SYSIBM', 'SYSTOOLS') and tbspace in
('"SYSCATSPACE', 'SYSTOOLSPACE', "SYSTOOLSTMPSPACE', ' TEMPSPACE")

4. Review thelistofsystem tablespaces

8.0.5 Remove Default Databases (Level 2, Scorable, 8,9, 9.5)

Description:
A DB2 Instance may come installed with default databases. Itis recommended that the
savpLE database be removed.

Rationale:
Removing unused, well-known, databases will reduce the attack surface of the system.

Remediation:
Drop unused sample databases

1. Connectto the DB2instance
2. Runthe following command from the DB2 command window:

|db2 => drop database sample

Audit:
Perform the following DB2 commands to obtain the list of databases:

1. Attachto the DB2instance
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|db2 => attach to $SDB2INSTANCE

2. Runthe following command from the DB2 command window:

|db2 => list database directory

3. Locatethis valuein the output:

db2 =>
Database 3 entry:

Database alias = SAMPLE
Database name = SAMPLE
Local database directory = C:
Database release level c.00

Comment

Directory entry type

Catalog database partition number
Alternate server hostname =

Indirect
0

Note: Identify the default databases from the output above.

8.0.6 Enable SSL communication with LDAPserver (Level 2, Scorable, 9.1, 9.5)

Description:

The communication layer between a DB2 instance and the LDAP server should be
encrypted. Itis recommended thatthe enaBLE ssi parameter inthe 1BMLDAPSecurity.ini
filebe set to TRUE.

Rationale:
Enabling SSL will help ensure the confidentiality of authentication credentials and other
information thatis sentto and from the DB2 instance and the LDAP server.

Note: Thefileis located under 1nsTance HOME/sqllib/cfg/, for Unix;and spB2paTHS\cfg)\,
for MSWindows.

Remediation:
Verify the parameter

1. Connectto the DB2 host

2. Edit the 1BMLDAPSecurity.ini file
3. Add or modify the file to include the following parameter:

|ENABLE_SSL = TRUE

Audit:
Perform the following commands to obtain the parameter setting:

1. Connectto the DB2 host
2. Editthe iBMiDAPSecurity.ini file
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3. Verify the existence of this parameter:

|ENABLE_SSL = TRUE

Note: The defaultsettingis the omission of this parameter.

8.0.7 Secure the permission ofthe IBMLDAPSecurity.inifile (Level 2, Scorable,
9.1,9.5)

Description:
The IBMLDAPSecurity.inifile contains the IBM LDAP security plug-in configurations.

Rationale:
Recommended valueis ready-only (RO) to Everyone/Other/Users /Domain Users. This will
ensure that the parameter file is protected.

Note: thefileis located under 1nsTancE HOME/sqllib/cfg/, forUnix; and $pe2pPATHS\cfg\,
for MSWindows.

Remediation:
For MS Windows:

Connectto the DB2 host

Right-click over the file directory

Choose Properties

Selectthe Security tab

Selectall non-administrator accounts and revoke the Full Control authority

i Wb

For Unix:

1. Connectto the DB2 host
2. Change to the file directory
3. Change the permissionlevel of the directory

|os => chmod -R 740

Audit:
Perform the following DB2 commands to obtain the value for this setting:

For MSWindows:

Connectto the DB2 host

Right-click over the file directory

Choose Properties

Selectthe Security tab

Review access from all non-administrator accounts

iAW

For Unix:
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1. Connectto the DB2 host
2. Change to the file directory
3. Change the permissionlevel of the directory

|os => 1s -al

Default Value: The default value for this directoryis read-and-write access to non-
administrator accounts.

8.0.8 Secure the permission ofthe SSLconfig.inifile (Level 2, Scorable, 9.1, 9.5)

Description:
The SSLconfig.ini file contains the SSL configuration parameters for the DB2 instance,
including the password for KeyStore.

Rationale:
Recommended value is ready-only (RO) to Everyone/Other/Users /Domain Users. This will
ensure that the parameter fileis protected.

Note: thefileis located under insTance Home/cfg/, for Unix;and s1nstHOMES\, for MS
Windows. Only the instance owner should have access to this file.

Remediation:
For MS Windows:

Connectto the DBZ host

Right-click over thefile directory

Choose Properties

Selectthe Security tab

Selectall non-administrator accounts and revoke the Full Control authority

i Wi

For Unix:

1. Connectto the DB2 host
2. Change to the file directory
3. Change the permissionlevel of the directory

|os => chmod -R 740

Audit:
Perform the following DB2 commands to obtain the value for this setting:

For MSWindows:

1. Connectto the DB2 host

2. Right-click overthefiledirectory
3. Choose Properties

4. Selectthe Security tab
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5. Review access from all non-administrator accounts
For Unix:

1. Connectto the DB2 host
2. Change to the file directory
3. Change the permissionlevel of the directory

|os => 1s -al

Default Value: The defaultvalue for this directoryis read-and-write access to non-
administratoraccounts.

9. DB2 Utilities and Tools

9.0.1 Secure DBZ Control Center (Level 1, NotScorable, 8,9, 9.5)

Description:

The DB2 Control Center is amanagement tool that manages all registered DB2 instances
and databases. Itis recommended thatthe Control Center utility be granted to authorize
users only.

Rationale:
Secure this application where applicable, since it has access to the DB2 instance name, the
hostitresides on, and the database name.

Remediation:
Revoke access from any unnecessary users.

1. Connectto the host
2. Review users and groups that have access to start the DB2 Control Center

Audit:

Locatethe <pB2 install>\sQLLIB\BIN\db2cc executableand identify the users/groups
that haveaccess toit.

9.0.2 Secure DBZ Configuration Assistant Utility (Level 1, NotScorable, 8, 9, 9.5)

Description:
The DB2 Configuration Assistantis a management tool that manages all connectivity setup

to the DB2 instances and databases. Itis recommended thatthe Configuration Assistance
utility be granted to authorize users only.

Rationale:
Secure this application where applicable, since it has access to the DB2 instance name, the
hostitresides on, and the database name, and the port number.

Remediation:
Revoke access from any unnecessary users.
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1. Connectto the host
2. Review users and groups that have access to startthe DB2 Configuration Assistant

Audit:

Locatethe <pB2 install>\sQLLIB\BIN\db2ca executableand identify the users/groups
that haveaccess toit.

9.0.3 Secure DBZ Health Monitor Utility (Level 1, NotScorable, 8, 9, 9.5)

Description:

The DB2 Health Monitor is amanagement tool that manages information about the
database manager, database, tablespace and table space containers. Itis recommended
that the DB2 Health Monitor utility be granted to authorize users only.

Rationale:
Secure this application where applicable, since it has sensitive information about the health
of the database.

Remediation:
Revoke access from any unnecessary users.

1. Connectto the host
2. Review users and groups that have access to start the DB2 Health Center

Audit:
Locatethe <pB2 install>\soLLIB\BIN\db2hc executableand identify the users /groups
that have access toit.

9.0.4 DBZ Activity Monitor Utility (Level 1, NotScorable, 8, 9, 9.5)

Description:

The DB2 Activity Monitor is a management tool that monitors all application performance
and concurrency, resource consumption, and SQL statement usage of a database. Itis
recommended thatthe DB2 Activity Monitor utility be granted to authorize users only.

Rationale:
Secure this application where applicable, since ithas vital statisticsabout the database.

Remediation:
Revoke access from any unnecessary users.

1. Connectto the host
2. Review users and groups that have access to startthe DB2 Activity Monitor

Audit:
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Locatethe <pB2 install1>\sQLLIB\BIN\db2am executableand identify the users /groups
that haveaccess toit.
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Appendix A: Change History

Date Version  Changes for this version
November5th 2009 1.0.0 Initial Public Release
December 31st, 2009 1.1.0 - Section 1.0.2: Updated Rationale

- Section 1.0.3: Updated Description

- Section 1.0.4: Added a warning note before the
Remediation step

- Section 2.0.1: Changed remediation section, step
#3 from 744 to 740

- Section 2.0.2: Updated Rationale

- Section 3.1.8: Updated Rationale

- Section 3.1.13: Changed the recommended value to
NO

- Section 3.1.14: Page 29, Step #3 should be
MAXAPPLS, and not DISCOVER_DB

- Section 3.1.16: Added a note before the
remediation step

- Section 3.3.1: Remediation Step #2 should say
admin manager configuration, not database
manager configuration

-Section 3.3.2: Remediate Step #2 should say admin
manager configuration, not database manager
configuration

- Section 6: Added an additional comment

- Section 6.0.26: Rationale should say “publicshould
not” as opposed to “public should”

- Section 6.0.27: Rationale should say “publicshould
not” as opposed to “public should”

- Section 6.0.28: Rationale should say “publicshould
not” as opposed to “public should”

- Section 7.0.1: Changed the description to say,
“system administrator group” as opposed to the
“operating system group”

- Section 7.0.2: Changed the description to say,
“system administrator group” as opposed to the
“operating system group”

- Section 7.0.3: Changed the description to say,
“system administrator group” as opposed to the
“operating system group”

- Section 7.0.4: Changed the description to say,
“system administrator group” as opposed to the
“operating system group”

-Section 8.0.5: Remediation, Step #2, removed the
“drop database toolsdb” command

- Added Section 8.0.6: Enable SSL. communication
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with LDAP server

- Added section 8.0.7: Secure the permission of the
IBMLDAPSecurity.inifile

- Added secion 8.0.8: Secure the permission of the
SSLconfig.ini file

December 31,2011 1.2.0 Resolved technical and grammatical issues
throughoutdocument. Ticket details available here.
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https://community.cisecurity.org/collab/public/index.php?path_info=projects%2F10%2Fmilestones%2F2956

